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1 Iessn, nuianHnpyeMble pe3yabTaThl 00y4eHHUs 10 JUCHHUIIIMHE (MOIYJII0)

[enbto ocBoeHus: qucuuIuivHbl «MHpopMalonHas 6€30MacHOCTh U 3aluTa HHPOPMaILUN»
ABNsieTcd (OPMHUPOBAHUE Yy CTYICHTOB CHUCTEMBbl 3HaHMH B 001acTH HHPOPMALMOHHOM
0€30macHOCTH ¥ MPUMEHEHHs Ha TIPAKTUKE METOJIOB M CPEJICTB 3aLIUTHI HH()OPMAIIHH.

3a1a4y OCBOCHUS TUCLMIUIMHBL: (POPMUPOBAHUE YMEHHS 00ECIIEUUTh 3aIUTy HHGOpMALUU
1 00BeKTOB MH(popMaTH3aLUU; HOPMUPOBAHHE YMEHHSI COCTABIATh 3asSBUTEIBHYIO JTOKYMEHTAIIUIO
B HAJ30pHBIC TOCYIAapCTBEHHBIE OpraHbl HH()POKOMMYHUKAIIMOHHOW oOTpaciu; (HopMUpOBaHHE
HaBBIKOB BBINOJIHEHHsT PAabOT B 00JacTH TEXHUYECKOTO PEryIUpOBaHMA, cepTU(UKALUU
TEXHUYECKUX CPEJICTB, CHUCTEM, IIPOLIECCOB, OOOPYIOBaHUS M MaTepHalioB; (opMupoBaHHE
HABBIKOB 00€CMEYeHHs] 3alUThl OOBEKTOB HHTEJUIEKTYaJbHOW COOCTBEHHOCTH M PE3YJIbTaTOB
UCCIIeIOBaHUH M pa3palOTOK Kak KOMMEpYECKOW TalHbl MpEeanpusATHs; HacTpoika H
o0cCITy>)kKMBaHUE aIMapaTHO-IPOTPAMMHBIX CPEJICTB

[TnanupyembIMH pe3ynbTaTaMu OOydeHHs MO AMCLUUIUIMHE (MOAYIIO), SBISIOTCS 3HAHMA,
yMEHHUs, HaBbIKH. llepedeHb MIaHUPYEMBIX PE3yJAbTaTOB OOy4YEHHs MO JUCLMIUIMHE (MOAYIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMH pe3yJbTaTaMd OCBOCHHS 00pa30BaTENbHOW IPOrpaMMBl,
npezcTaBieH B Tadiuue 1.

Tabmuua 1 — Komnerenmuu, popMupyeMbie B pe3yiIbTaTe U3yUeHUS AUCIUILTUHBI (MOJTYJIs)

K Ko un Pe3ynbTaThl 00y4YeHH 110 AUCIUIIINHE
Hazeanue OIIOII BO, o (opmystpoBKa
¢dopMyHIpoBKa UH/IMKATOpa Kon
COKpAIIeHHOE
KOMIIETCHIIUH AOCTIKCHHA pe3yib ®DopMyIHpOBKa Pe3yIbTaTa
KOMIIETEHIIUH
Tara
11.03.02 OIIK-3 : OIIK-3.5k : Pl 3Hanne | TpeboBaHWI K
«MadoxoMmyHnuKanuoHasle | Crocobex INonw3yercs 3amuTe MHOPMAIN
TEXHOJIOTHH ¥ CHCTEMBI IPUMEHSTH METOJlaMU U OIIPEIEeTCHHOTO THIIA
CBSI3» METO/bI IIOUCKA, HaBBIKaMU P12 VYmenne | obecnednBaTh
(b-UK) XpaHeHus, obecnieueHus 3ammTy nHhOpMaLuu
00paboTKH, HHGOPMAITHOHHON P13 HaBbik | BnageHus
aHaliu3a u 0C30I1aCHOCTH B COBPEMCHHBIMU
MIPEACTAaBICHUS B | CHCTEMax CBS3H METOaMHU
Tpedyemom obecreueHust
¢dopmare 3aIUTHI
nH(pOpMaAINH U3 nHpopManuH
Pa3IMYHBIX
HCTOYHUKOB U 0a3
JIaHHBIX,
cobro1as mpu
3TOM OCHOBHBIE
TpeOOBaHUs
nH()OPMAIMOHHOH
0€30MacCHOCTH

2 Mecto qaucuMIuinHbl (MoayJst) B crpykrype OIIOII
Huctumnuna «MubopManmonHast 0e30MacHOCTh W 3amuTa WHGOpMAluuy) BXOIUT B
6a3oByto yacTh biioka 1 Jluctuminael (MoIysH) y4eOHOTO TUTaHA.
3. O0beM TUCHMILUTHHBI (MOYJIA)

O6beM nuCIMIUIMHBL (MOXIYNA) B 3a4eTHBIX €IMHHUIIAX C YKa3aHHEM KOJMYECTBA
aKaJeMHUYECKUX 4YacoB, BBIJEJICHHbIX Ha KOHTAaKTHYIO paboTy ¢ oOydarommmucs (1O BHJAM
y4eOHBIX 3aHATUI) U HA CAMOCTOSITENFHYIO paboTy, MPUBE/ICH B TabIuUIE 2.



Tabnuna 2 — O6mmas TpyI0eMKOCTh JUCIUTIITTHBI

Tpyno- i
CemecTp | oyrocts OO0beM KOHTaKTHO# paboThI (Yac)
dopma y (020) B dopma
Hassanue OIIOI1 BO o0yye- acte Y AynuropHas HeayJm- CPC | arrec-
rst VII Kypc TOpHast At
(390, 3.E.) Bcero
0300) nek. | mpak. | mab. | ITA | KCP
11.03.02
VagoxoumymKannonksie | g0 | gy 5 4 73 | 36| 36 | 0o |1 o | 7 )
TEXHOJIOTUH M CHCTEMBI
CBSI3H

4 CTpyKTypa U co/iepKaHue TUCUUILTHHBI (MOTYJIfA)

4.1 Crpykrypa gucuuniauasl (monyJas) xisg OPO

TemaTHuueckuil TIaH, OTpaXKaroIUK coAepkKaHUe AUCLUILUIMHBI (IEPEUEHb PAa3ACIoOB U TEM),
CTPYKTYpUPOBAHHOE IO BUIAM Yy4YeOHBIX 3aHATUH C yKa3aHHMEM HX OObEMOB B COOTBETCTBUM C
y4eOHBIM IIJIaHOM, ITpUBEJEH B Tabmuue 3.1

Tabmuua 3.1 — Paznmensl qucuuruiiHel (MOAYAs), BUIBI y4eOHOM AEATENbHOCTH U (HOPMBI
Tekymero Koutpods aiast OPO

Kox pe- Kon-Bo yacoB, OTBeAEHHOE HaA
dopma
No Ha3Banue Tembl 3yJIbTaTa
Jlex IIpakr J1ab CPC TEKYILEro KOHTPOJIS
00yUYeHHs
BBenenue B
1 | uadopmannoHHyIO Pa1 2 0 0 5 CobecenoBanue
6€30MacHOCTb
IIpumenenue
HH()OPMAIIMOHHBIX
TEXHOJIOTHUH ISl U3y ICHHS .
OTYeT IO MPAKTHIECKOi
2 | BOIIPOCOB OpraHU3alMOHHO- P/1 0 2 0 6 aGoTe
HPaBOBOTO 00ECIIEYEHHS p
HHPOPMAIIMOHHOU
0e300aCHOCTH
[IpaBoBoe obecnieuenue
3 | uadopmannoHHOH PI1 6 0 0 6 CobecenoBanue
6€30MacHOCTH
Hcenomsosarne OTYET 110 MPAKTHUECKON
4 | xpunTorpaguyecKux CpeACTB Pa2 0 6 0 6 aGoTe p
3aIIUThl HHOPMALUH P
OpraHu3alroHHOe
obecrieueHne
5 . PI1 6 0 0 6 CobecenoBanue
HHPOPMAIIMOHHON
0e300aCHOCTH
Peanusaius paborst OTYeT 110 MPAKTHIECKOit
6 | nH)pacTpyKTYpH OTKPHITHIX Pa1 0 6 0 6 P
N pabote
KITF0UYei
TexHuveckue cpescTBa U
7 | MeTombI 3aIUTHI P12, P13 6 0 0 6 CobecenoBanne
nHdopmamu
CpexnctBa creranorpaduu OTYET IO MPAKTUICCKON
g | “PeR pag PII3 0 6 0 6 P
JUTS 32U TH HHOPMAIHH pabote
[IporpammHo-anmnaparHbie
CpPEeICTBA U METO/IBI
9 | obecnieueHus P12, P/13 8 0 0 6 CobecenoBanue
nH(pOpPMaAIOHHOM
0e300aCHOCTH
Hacrpoiixa 6ezomacHoro OTYET IO MPAaKTHIECKOH
10| ceresoro coemunenus PJ12, P]I3 0 8 0 6 P
pabote
Kpunrorpaguyeckre MeTO bl
11 P pag A Pa3 8 0 0 6 CobecenoBanue
3amuThl HHGOPMAIH
AHTUBUPYCHBIE CpEICTBA OTYET 110 MPAKTHUECKON
12 py e P12, P1I3 0 8 0 6 p
3aIIUTHl HH)OpMALUU pabote
Hroro no radsmue 36 36 0 71




4.2 CoaepxxaHue pa3iesioB U TeM JHCHUIVIMHBI (Moayas) A ODPO

Tema 1 Bseoenue 6 ungopmayuonuyro 6e30nacHocms.

Conepxxanne Tembl: WHpopmanmonnas Oe3omacHOCTh. OCHOBHBIE TOHATHS. Mopaenu
MHPOPMALIMOHHOM Oe3omacHoCTH. Bupl 3amuiaemoii nHpopmanuu.

@opMBI W METOIBl TPOBEACHUS 3aHATHH 10 TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHsTHE.

Buasl camocTosITeIbHON MOATOTOBKHM CTYACHTOB MO TeMme: [1oaroToBka K KOHTPOJIBHBIM
BOIIPOCaM coOeceI0BaHusl, MOTOTOBKA K MMPOMEKYTOYHOM aTTeCTAINH.

Tema 2 Ilpumenenue UHGOPMAYUOHHBIX MEXHOAO2UL Ol  U3VYEHUs  BONPOCO8
OP2AHUAYUOHHO-NPABOBO2O 0DeCneyeHUsl UHPOPMAYUOHHOU OE30NACHOCTUL.

Copnepxanne Tembl: Mcmonb3oBanue 0a3 JaHHBIX IS HAXOXKACHHUS MW U3YYCHHUSA
HOPMAaTUBHBIX JOKYMEHTOB B 00J1aCTH HHPOPMAIIMOHHOM 0€3011acHOCTH.

@opMBl U METOABI TPOBEACHHS 3aHATHH MO TeMe, MNpUMEHseMble 00pa3oBaTeIbHbIC
texHosioruu: IIpaktudeckoe 3aganue.

Buael caMocTOSITENbHOW MOATOTOBKM CTYAEHTOB 1o TeMe: IloaroroBka oryera 1o
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUYHOM aTTeCTaI|H.

Tema 3 [Ipasosoe obecneuerue uHGoOpMayuoHHOU Oe30naACHOCIU.

Copnepxanue Tembl: OCHOBHBIE HOPMaTHBHO-TIPABOBBIE aKThl B 00JIACTH MH(POPMALMOHHOM
6e3omacHoctu. IIpaBoBble  0coOEHHOCTH  oOecreueHus: 0€30MacHOCTH KOH(PUACHIIMATBLHOM
UH(pOpPMAIMU B TOCYAapCTBEHHON TaliHBI.

@opMbI M METOJBl TPOBEACHUS 3aHATUH 1O TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JICKINOHHOE 3aHATHE.

Bunpl camocTosiTeIbHON MOATOTOBKM CTYAEHTOB MO TeMme: [ToaroToBka K KOHTPOJIBHBIM
BOTIpOCaM coOeceI0BaHusl, OATOTOBKA K MMPOMEKYTOYHOM aTTeCTAIIH.

Tema 4 Hcnonvzosanue Kpunmozpaguueckux cpeocme 3auumsl UHGopMayuu.

Copnepxanue Tembl: Co3maHue 3ammpoBaHHBIX (AHIOB M KPUNTOKOHTEHHEPOB U MX
pacmudpoBanue.

@opMbI M METOJBl TPOBEACHUS 3aHATUH 1O TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
texHosoruu: [IpakTudeckoe 3a1aHue.

Bunpsl camocTosiTensHOW MOATOTOBKM CTyA€HTOB Mo Teme: IloaroroBka ordera 1o
NPaKTUIECKOH paboTe, TOArOTOBKA K IPOMEKYTOUYHOU aTTEeCTAIINH.

Tema 5 Opeanuzayuonnoe obecnevenue UHGOPMayuoHHol 6e30nacHocmu.

Copnepxannie Tembl: OCHOBHBIE CTaHAAPTHI B obOyacTu obecreyeHus MHGOPMaLMOHHON
6e3onacHoctu. [Tonutuka 6e3onacHOCTH. DKOHOMHYECKasi 0€30MaCHOCTh MPEATIPHUITHS.

@opMBl U METOABI MPOBEACHMS 3aHATHUI 1O TeMe, NPUMEHsEMble 00pa30BaTEIbHBIC
TEXHOJIOTUH: JIEKIIMOHHOE 3aHATHE.

Bunpl caMocTOATENBHON MOATOTOBKM CTYAEHTOB IO Teme: [loAroroBka K KOHTPOJIBHBIM
BOIIPOCaM coOecej0BaHusl, OJArOTOBKA K TPOMEKYTOYHOM aTTECTALUH.

Tema 6 Peanuzayus pabomul unpacmpykmypsvi OmKpbImMslX KI0Yell.

Conepxxkaanie Tembl: (Co3laHue YIOCTOBEPSIIONIETO IIEHTpPA, TEHEpalusl OTKPBITBIX H
CEKPETHBIX KIIOYeH, co37JaHHe CepTU(PHUKATOB OTKPBHITHIX KIIOYEH, CO3JAaHHE JIEKTPOHHOU
MOJIIMCH, IPOBEPKA AIEKTPOHHOM MOIAIHUCH.

®dopMBl W METOIBI TPOBEICHUS 3aHATHA TO TeMe, NPUMEHsIEMble OOpa30BaTeIbHbIC
TexHonoruu: Ilpaktuueckoe 3aganue.

Buabel caMocTOATENbHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka oryera 1o



NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHOU aTTEeCTallUH.

Tema 7 Texnuueckue cpedcmea u Memoowl 3auumsl UHGOPMAayuU.

Conepxanmne Tembl: VHkeHepHas 3amuTa 00bEKTOB. 3amura HHGOpMAIMK OT YTEUKH I10
TEXHHYECKUM KaHaJIaM.

@opMbl M METOJbl NPOBEAEHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JIEKITMOHHOE 3aHSTHE.

Buzabl caMocTOATENbHON MOATOTOBKM CTYACHTOB 1O TeMe: [1oAroroBka K KOHTPOJIBHBIM
BOIIpOCaM cobeceI0BaHusl, OATOTOBKA K MPOMEXKYTOYHOM aTTeCTaIlH.

Tema 8 Cpeocmea cmezanozpaguu 03 3auumul UHGOPMAYUU.

Copneprxanue Tembl: Vcrionb30BaHle CPECTB cTEraHOTpadUu TSt 3alUThI (PaiiiioB.

@opMbl M METOJbl NPOBENEHUS 3aHATUH IO TeMme, IpPUMEHseMble 00pa30BaTENIbHbIC
texHosoruu: [Ipakrnueckoe 3ananue.

Buasl caMOCTOATENBHOW IOATOTOBKM CTYIEHTOB Io Teme: IloaroroBka ordera Mo
HpPaKTUYEeCKOH paboTe, HOArOTOBKA K IPOMEKYTOUHON aTTeCTallUu.

Tema 9 Ilpoecpammno-annapammusie cpeocmea u mMemoobl obecneveHus UHGOPMayUoHHO
bezonachocmu.

Conepxanue TeMbl: OCHOBHBIE BHJbI CETEBBIX U KOMIBIOTEPHBIX yrpo3. CpencrtBa u
METO/bI 3aIUThI OT CETEBbIX KOMIIBIOTEPHBIX YIPO3.

@opMbl M METOJbl NPOBEAEHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTelbHbIC
TEXHOJIOTMM: JIeKIIMOHHOE 3aHsATHE.

Buasl camocTodTenbHOM MOATOTOBKU CTYAEHTOB 1o Teme: IIoAroroBka K KOHTPOJBHBIM
BOIIpOCaM cobeceI0BaHusl, OATOTOBKA K MPOMEXKYTOUHOM aTTeCTaIlH.

Tema 10 Hacmpoiika 6e30nacrhoco cemegoeo coeOuHeHus.

Copnepxanue Templ: Co3laHue 3aIIMIIEHHOIO KaHaja CBSI3U CpPEACTBAMHM BHUPTYaJbHOU
YAaCTHOMW CETH.

@opMbl M METOJbl NPOBEACHUS 3aHATUH IO TeMme, NpUMEHseMble 00pa3oBaTelbHbIC
texHosioruu: [IpakTuueckoe 3aianue.

Buasl caMocTosTENbHONH IMOATOTOBKM CTYIEHTOB 1o TeMme: lloaroroBka otdera 110
NPaKTUYECKOH paboTe, MOArOTOBKA K IPOMEKYTOUHOU aTTeCTallUH.

Tema 11 Kpunmoepaghuueckue memooul 3auumol UHGOPpMayuu.

Copneprxanne TeMbl: CHMMETPHYHBIE U ACCUMETPHYHBIE CUCTeMBI mudpoBanus. L{udpossie
noanucu (DJIeKTpoHHbIE moanucu). MHbpacTpykTypa OTKpBHITHIX Kiatouel. Kpunrorpaduueckue
MPOTOKOJIBI.

@opMBl U METOABI NPOBEIACHMS 3aHATHUI 1O TeMe, NpPUMEHsEeMble 00pa30BaTEIbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHsTHE.

Buael camocTosTENPHONM NOATOTOBKM CTYAEHTOB IO Teme: 1IoAroroBka K KOHTPOJBHBIM
BOTIpOCaM coOeceI0BaHusl, MOATOTOBKA K MMPOMEKYTOYHOM aTTeCTAIIH.

Tema 12 Anmusupycuvie cpedcmea 3auumul UHGoOpMayuu.

Coneprkanne TeMbl: 3yueHrne HacTpOEK CPEICTB AHTUBUPYCHOM 3alTUThl HH(POPMAIIHH.

@opMBl U METOABI TPOBEACHHS 3aHATHH 1O TeMe, NpPUMEHseMble O0pa3oBaTeIbHBIC
texHosoruu: [IpakTrueckoe 3aganue.

Buapl caMoCTOSITETbHON IMOATOTOBKM CTYIEHTOB 1O TeMe: [loAroroBka oTdeTa IIo
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUYHOM aTTeCTaIIH.

5 MeToanueckue yKka3zanus Ajs 00y4alomuxcs M0 M3YYEHHI0 M peaTu3alii TUCHUTLIUHBI



(MmomxyJin)

5.1 Meroauueckne peKOMeHIAUMH OOyYAIIMMCH M0 HU3YYEHUI0 [IMCUHUIUIMHBI W 10
ofecreyeHn0 CaMOCTOsITeIbHOI padoThI

Tekymiast camocTosaTenbHast padora mo kypcy «MHbopmanmonnas 6€30MaCHOCTh U 3aIlUTa
uH(pOpMaIlMW) HAIMpaBlIeHa Ha yIIyOJeHWE W 3aKpeIyICHHE 3HAHWM, HA Pa3BUTHE MPAKTUYSCKUX
YMEHHH U BKJIIOUAET TaKUE BUIbI paboT, KakK:

- paboTa ¢ JTeKIMOHHBIM MaTepUaIOM;

- paboTa c peKOMEHAOBAaHHOH JINTEPaTYPOi MPH MOATOTOBKE K MPAKTHUECKUM 3aHATHUSM;

- IOArOTOBKA K K3AMEHY.

[Tpu u3yuyennn mucturuinHabl «HbOpManmonHas 0€30MacHOCTh M 3alluTa HHPOPMAIIID)
pPEKOMEHAYEeTCS pEHUTHHrOBasi TEXHOJOTus OOydeHHus, KOTOpas [O3BOJISIET pPEaJu30BaTh
HENPEPBHIBHYI0O W KOMIUIEKCHYIO CHUCTEMY OIICHMBAHHsSI Y4E€OHBIX JOCTH)KEHHUH CTYIIEHTOB.
HenpepplBHOCT 03HAYaeT, 4YTO TEKYLIUME OLICHKM HE YCpeAHsSoTCS (Kak B TPaIULMOHHON
TEXHOJIOTHH), a HEMPEPHIBHO CKJIAIBIBAIOTCS HA MPOTSHKEHUH CEMECTpPa MPH U3yUEeHUH TIEPBOT0O WK
BTOpOro Moayns. KoMIiekcHOCTh o3HayaeT ydeT BceX (opm ydeOHOMl M TBOpUYECKOW pabOThI
CTYJICHTA B TEUECHUE CEMECTpa.

PeliTuHr HampaBieH Ha MOBBIIIEHHE PUTMUYHOCTH M 3((HEKTHUBHOCTH CAMOCTOATEIHHOU
paboThI cTyneHToB. OH OCHOBBIBAETCS HA IMPOKOM HCIOJIb30BAaHUH TECTOB U 3aMHTEPECOBAHHOCTH
KaXXJIOTO CTYyJICHTa B TIOJTY4YCHUH 00Jiee BHICOKOH OIEHKH 3HAHUH 110 TUCIUIIIHHE.

[TpuHIMIIBI peHTHHTA: HEMpPEephIBHBIA KOHTPOJb (B MIeale Ha KaXKIOM U3 ayIUTOPHBIX
3aHATHI) W TOdydeHue Oosiee BBICOKOM OIGHKM 3a paboTy, BBIIOJHEHHYIO B Cpok. llpum
MIPOBEJCHUHN MPAKTUUYECKUX 3aHATHH HEOOXO0JMMO IMpeaycMaTpuBaTh MIMPOKOE HCIOIb30BaHHUE
aKTUBHBIX U HHTEPAKTUBHBIX (HOpM (KOMIBIOTEPHBIX CUMYIISALIUN, IETOBBIX U POJIEBBIX UTP).

PeliTunr BkitouaeT B ceOs 1Ba BUAA KOHTPOJIS: TEKYIINN, TPOMEXYTOUYHBIN U UTOTOBBIN 1O
JUCLHUTIIINHE.

Texymmii koHTpob (TK) - OCHOBHAs 4acTh PEUTHUHIOBOW CHCTEMBI, OCHOBaHHAsI Ha OETIoM
OIpoce pa3 B HEJEIIO WIM B BE Henenu. GOpMBI: OLIEHKA 34 CAa4y TEOPETUYECKUX MUHU3AYETOB,
BBITIOJIHCHHE WHIMBHAYAIbHBIX 3aJaHU W MpaKTHUYeCKuX pador. Baxkneiwmeir dopmoit TK,
IIO3BOJIAIOIIEH OIPOCUTH BCEX CTYACHTOB HAa OJTHOM 3aHITHH SBISIOTCS TEOPETUYECKUE MOIY/IH, Ha
KOTOPBIX CTYJEHTBI CAMOCTOSTEIBHO OTBEYAIOT HA BOIIPOCHI ISl CAMOCTOSTEIbHON OLIEHKH.

KoHTponbpHBIE BOMPOCHL ISl CAMOCTOATEIBHOW OIICHKM KauyecTBAa OCBOCHUS YyueOHOMU
JUCLIUTUIAHBI

Tema 1. BBenenue B nnpopManmoHHy0 6€301aCHOCTh

Yro takoe nHpopMalMOHHAs OE30MaCHOCTH?
[lepeuncnnre OCHOBHBIE YTPO3bl HHYOPMAIIMOHHON 0€30TaCHOCTH.
Kakwue cymectByioT Moenu HHQOPMAIIMOHHOW 6€30MacHOCTH?
Kakue metopl 3amuTsl HHQOPMAIUH BbIIEISIOT?
Urto Takoe mpaBOBbIE METOIbI 3aITUTHI HHPOpMaUn?
Uro Takoe opraHu3al[MOHHbIE METO/IbI 3aIIUTHI HHpOpMaru?
Yro Takoe TEXHUYECKHUE METO/IbI 3alUTH HH(OpMaIiu?
UYro Takoe mporpaMMHO-aIIapaTHbe METOAbI 3alIUTHl HHPOpMAIIN?
Yro Takoe KpUnTorpapuueckue MeTo bl 3alUThl HHPOpMALUU?
UYro Takoe (hu3mUecKre METO bl 3aIUThl HHDOpMaru?
Kakwue riaBHbIe TOCYTapCTBEHHBIE OPTraHbl B 00J1aCTH oOecreueHus: HHPOPMAITMOHHOM
6e3onacHocTu?
[Tepeuncnure BUABI 3aTUIIIAEMON HH(POPMAIIHH.

Tema 2. [IpaBoBoe obecnieueHre MHPOPMAIIMOHHOM O€30MaCHOCTH
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IIpaBo. McTounuku npasa.
Kakue ocHOBHBIE 3aKOHBI B 001aCTH 3anuThl HHGOpMaluu B PO?
3. Tlepeuncnute OCHOBHBIE IIeNU U 3aaa4u PO B obnactu obecnieueHus ”HGOPMAITMOHHON

N —
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.
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0e30mMmacHOCTH

Crpaterus HallMOHAIBHON Oe30macHOCTH. JJokTpruHa HHGOPMAITMOHHONW 0€30MTaCHOCTH.
Uro Takoe koH(pUAEHIaTbHAs HHbOpMaIus?

Yro Takoe nepcoHaNbHbIE TaHHbIE?

B kakux ciayyasx BO3MOXHO UCIOJIb30BaTh MEPCOHANIbHBIE JaHHBIE O€3 coryiacus
obmamarens?

OxapaxkTepu3yiTe OHOMETPUUYECKUE TAHHBIE KaK MePCOHAIBHBIC TAHHBIE.

. YUto Takoe nmpodeccuoHanbHas TaitHa?
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

Yro Takoe ciyxeOHas TaitHa?
Yro Takoe KoMMepuecKkast TaiiHa?
UTo Takoe pexXxruM KOMMEPUECKOH TailHbI?
Yro Takoe rocynapcTBeHHast TaiiHa?
OnuinTe TpaBOBOM PEKUM rOCyAapCTBEHHOM TailHBI.
®3-149.
®3-152.
®3-98.
®3-390.
®3-395-1.
®3-126.
®3-374 u ©3-375.
[ToctanoBnenue npaButenbcTBa Nel119.
Tema 3. OpranuzannonHoe odecreyeHre HHPOPMALMOHHOM O€301MacHOCTH

Kakne ocHOBHBIE MEXTyHAPOIHBIE CTAaHAAPTHI B 001acTH HH(pOpMamoHHON 6e30nmacHoCTH?
«OpanxeBasi KHUTa»
ISO/IEC 15408.
Kak cBsi3aHbl MeXIyHapOoJHbIE CTAaHAAPTHI U cTaHaapThl PO?
I'OCT P ICO/MDK 27002-2012.
I'OCT P UCO/MDBK 27005-2010.
CTO BbP UBBC-1.1-2007. «Aynut nHGOPMAITMOHHONW 0€30TTaCHOCTI.
PC BP UBBC-2.2-2009. «MeToa1Ka OIIEHKH PUCKOB HapyIeHHUsI HH(OPMAIIMOHHON
0€e301acHOCTIY.
[Tpuka3z ®CH Ne378.
ITpuxa3z @CTIOK Ne21.
[Tpuxa3z @®CTIK Nel7.
ITpuxa3z @CTIOK Ne31.
[Tpuxa3z @CTIOK Ne28.
[Tpukaz ®CTIK Ne638.
ITpuxaz @CTIK Ne9.
[Tpuxa3z @®CTIOK Nel19.
[Tpuka3s I'octexkomuccuu Nel 14,
PykoBogsmue 10KyMeHTHI [ 0CTEXKOMUCCHH.
Mepb! 3a1UThl HHPOPMAIIMK B TOCYAAPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEMAX.
(Meroanueckuit nokymeHT ®CTIK).
Yro Takoe MoJnuTUKa 0€30MacHOCTH?
Cnyx0a 6e3onacHoctu npeanpusatus. Ctpykrypa. OyHKium.
TumnoBast MHCTPYKIUS COTPYTHHUKA 110 0OecreueHUI0 HHPOPMAITMOHHON O€30IaCHOCTH.
OxoHOoMHUYECKast pa3Besika. [IpOMBIIITIEHHBIH MIMHOHAX.
Tema 4. TexHuueckue cpesicTBa U METOABI 3aIUTH HH(YOpMaIK

. Uro Takoe WHKEHEpHas 3aIlUTa 00bEKTOB?
. Kakum cnocobom onuceiBaeTcst MHKeHepHas 3amura. OnucaTb MOJENb.

Kakne cpeacTBa MPUMCHAIOTCS JJI1 3alIUTHL 1-ro nepHMeTpa?
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11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

Kakue cpencta NpuMEHSIIOTCS 7S 3aIUTHI 2-T0 IepuMeTpa’?
Kakwue cpencta mpuMeHSIIOTCS 7S 3aUTHI 3-T0 iepumMeTpa’?
[ToxxapHble CUTHAIM3ALUN.
OxpaHHbIE CUTHATU3ALUN
buomerpus. buomerpuyeckue xapakTepUCTHKH.
Yro Takoe TEXHUYECKHE KaHaJIbl yTeUKH UH(pOopMaIu?
[lepeuncnnte OCHOBHBIE BUIBI TEXHUUECKUX KaHAIOB YTEUYKH WH(pOpMAImn?
Urto Takoe crienmnpoBepka?
Yro Takoe cnenuccieoBanue?
Yro Takoe crertodciaeoBanme?
[Tepeuncnute METOBI 3aIMTHI MHGOPMALIUK OT YTEUKHU IO 3PUTEIHHOMY KaHAIy.
[Tepeuncante METOABI 3aIUTH HHYOPMAITH OT YTEUKH I10 3JCKTPOMAarHUTHOMY KaHaTy.
[lepeuncnure MeTOIbI 3aIIMTHL HHOOPMALIUK OT YTEUKH IO SJEKTPUUECKOMY KaHaIy.
[Tepeuncanre MeTOBI 3aLIUTH MHYOPMAIIMK OT YTEUKH 110 MHAYKIIMOHHOMY KaHay
[lepeuncanre METOABI 3aUTH HHQOPMAITH OT YTEUYKH I10 MTAPAMETPUIECKOMY KaHaIYy.
[lepeuncnute METOIBI 3aIMTHI HMHGOPMALIUK OT YTEUKU MO BO3AYIIHOMY KaHAIy.
[Tepeuncante METOABI 3aIUTH HHYOPMAITUH OT YTEUKH 110 BUOPALIMOHHOMY KaHAITy.
[lepeuncnure METOIbI 3aIIMTHI HH(OPMALIUK OT YTEUKU MO aKyCTODJIEKTPUUECKOMY KaHaIy.
[Tepeuncnute METOIBI 3aIIMTHI MH(OOPMALIUK OT YTEUKH MO ONTHKOAIIEKTPOHHOMY KaHaTy.
[Tepeuncaure cpeacTBa M METOBI 3AIIUTHI MHPOPMALIUU OT YTEUYKH HHPOPMALIUU B
TeneQOHHBIX JIUHUAX.

Tema 5. [IporpammHO-anmapaTHble CpPeACTBa M METOAbI oOecrneyeHus HH(OpMaIMOHHON

0€e301acHOCTH

AR
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11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.

Yro Takoe mporpaMMHO-amIapaTHbIe CPEACTBa 3alIUThl HHpopMau?

Kakne MmexaHH3MBbI peanu3yIoT MporpaMMHO-anIapaTHble CPeCcTBa 3alUThl HHpopMaun?
Kakue koMnbroTepHbIe yTpo3bl 0€30MACHOCTH CYIIECTBYIOT?

Uro Takoe ceteBas pa3Beaka? Kakue MeTOIbI 3alIUThI TPOTUB HEE CYIIECTBYIOT?

Yro takoe nnbekuusa? Kakue BUbl HHBEKUNHN CyIECTBYIOT? Kakue MeTob! 3alUThl IPOTUB
HUX CYIIECTBYIOT?

Yro Takoe oTKa3 B 00cayxuBaHun? Kakue MeTO/Ibl 3alUThI TPOTHB HETO CYIIECTBYIOT?
OcHoOBHBIE BUbI IPOIPAMMHBIX YSI3BUMOCTEN.

Baknopsl.

Yro takoe nepenonHerue oypdepa? MeToIbl 3alTUTHI.

Yro Takoe gedekTsl popmMaTHBIX CTPOK? MeTOo bl 3a1UTHI.

Uro Takoe 1enovrciIeHHbIe IepenonHeHns? MeTo bl 3aluThlL.

Ommbku 00pabOTKH UCKITFOUEHUIH. MEeTO bl 3aIIUTHI.

Buenpenue komana. MeTosbl 3alIUTHI.

HekoppekTHbie 00paboTku omuOoK. MeTo/Ibl 3aIIUTHI.

['onku. MeToibl 3alIMTHI.

BrinmonHenue kojia ¢ 3aBbIILIEHHBIMU TPUBUIICTHSIMHU.

Artaka «YenoBek 1o cepeiuHeE».

Yro takoe [P-ciiypunr? Kakue MeTo bl 3a1IUTHI IPOTUB HETO CYIIECTBYIOT?

ARP.

DHCP.

NAT.

PAT.

IPv4. IPv6.

Urto takoe ARP-cniyddunr? Kakue MeTompl 3alUThl POTUB HETO CYIIECTBYIOT?

UYro Takoe DNS Cache Poisoning? Kakue MeTO/IbI 3aIIUTHI POTUB HETO CYIIECTBYIOT?
Urto takoe NetBIOS/NBNS spoofing? Kakue MeTombl 3alIUTHI MPOTHUB HETO CYIIECTBYIOT?
VPN.

ConuanbHasi HUHXEHEPHSL.



29. ®poxa. Metobl 60pbOBI ¢ HPOIOM.
30. Yro takoe ¢pummHr? Kakue MeTo bl 3allUThI IPOTUB HETO CYLIECTBYIOT?
31. Kapausr. MeToibl 3a1IUThl OT KapAUHTA.
32. Darkweb.
33. DMZ.
34. AHoHMMali3epHl.
35. Tlpokcu-cepBepsl.
36. Pe3epBHOE KOMMPOBAHUE.
37. Honey pot.
38. DLP-cucremsl. SIEM-cucremsl.
39. CkaHepbl 6€30MaCHOCTH.
40. Cuctembl 0OHapYKECHHUSI BTOPKEHUI.
41. CucrteMbl NPeIOTBPALICHHUS BTOPKEHUM.
42. BpenonocHsle nporpammel. KoMmnberotepHsie BUpychl. Buzibl BUpycoB.
43. DKCIUIOUTHI.
44, Mexanu3M pabOThI BUpYCA.
45. AHtuBupychl. Buibl aHTUBHPYCOB.
46. MexaHu3mbl pabOTHI aHTUBHpYCA.
47. MexceTeBoi dKpaH.
Tema 6. Kpunrorpadudeckre MeToab! 3aIUThl HH()OpMAITUH

Uro Takoe mudp? Kakue Buapl mudpoB CymecTBYOT?
Yro takoe cummeTpuuHbIi mn¢pp? Kakue cuMMeTpuyHble MUl HCIOIB3YIOTCS ceifuac?
Yro Takoe accumeTpuuHbii mudpp? Kakne accumerpudnbie mmdpsl UCTIOIB3YIOTCS ceifyac?
[TpuHIMIT TOCTPOCHUSI CHMMETPHYHBIX MH(POB.
[TpuHIUI TOCTPOSHHS ACCUMETPUYHBIX IIH(POB.
CranaapTHble IIHQPHI.
[Totounsle mudpsI.
Yro takoe xem-pynkuusa? Kakue Buapl xenr-QyHKIHiA BbI 3HaeTE?
HepeBo Mepkna.
Yro takoe uuppoBas NOAMUCH?
[Mu¢posast noanuch RSA.
Hudposas moanuce Dib-I"amans.
Yro Takoe HHPPACTPYKTYpa OTKPHITHIX KITIOUEH?
JKu3HeHHBIN MK KoY.
Aytentuduxanys, uaeHTUPUKAUS, BepuUKaIys, aBTOpU3aIIHsL.
[Tpocreiime NpOTOKOJIBI UACHTUDUKAIHH.
OcnosHoi1 ipoTokon Kerberos.
IPSec.
Blockchain.
Uro Takoe creranorpadus? [loHaTue creraHoKOHTEHHEpA.
Kakue BUibl CTEraHOKOHTEHHEPOB CYLIECTBYIOT?
MeToapl co3aHusI CTETaHOKOHTEHHEPOB Ha OCHOBE TEKCTOBOM MH(MOPMAITHH.
MeTob1 CO3aHMsI CTETAaHOKOHTEITHEPOB Ha OCHOBE BHICOMH(OPMAIIH U CTOI/KaJAPOB.
MeToabl cO3AaHUs CTETAHOKOHTEHHEPOB HAa OCHOBE ayTMOMH(pOPMAIIHH.
[{udpoBble BOASHbBIE 3HAKU.
OcnoBHas nenb TK: cBoeBpeMeHHast OIIEHKa yCIIEBa€MOCTH CTYAEHTOB, MOOYKIarommas ux
paboTaTh paBHOMEPHO, UCKIIIOYasi MaJIbIe 3arpy3KH WU MEPETPY3KH B TEUCHHE CEMECTPA.
JlekuMOHHBIE 3aHATHUSA KEJIATEIbHO MPOBOANTH B PEXKHMME MPE3CHTALMM € JeMOHCTpauuen
IIPUMEHEHNS] OCHOBHOT'O MaTepuala, U3J1araéMoro B TeMe. JDTO CyIIECTBEHHO YIIy4IIaeT JUHAMUKY
JIEKITHH.
IlenecooOpa3no obecrmeunBaTh CTYACHTOB Ha 1-2 JeKIMM BHepel pa3laTOYHBIM
MaTepHaioM B AJIEKTPOHHOM BHJIE (CIIOKHBIE CXEMBI, TpadUKH, aHATUTHYECKUE HCCICIOBAaHUS U
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OTOpHBINA KOHCIEKT). OCHOBHOE BpeMs JIEKLMH JIydllle TPAaTHTh Ha MOAPOOHBIC aHATUTHYECKHE
KOMMEHTapU1 U OCOOEHHOCTH NMPHUMEHEHHUS paccMaTpUBAEMOIo MarepHaia B MpodecCHOHaIbHOU
JIeATEITbHOCTH CTYJEHTA.

[TpakTueckue pabOTHI CleyeT NPOBOAUTH B KOMIIBIOTEPHOM KJlacce JINOO B ayJUTOPHH C
MYJIBTUMEIUHHBIM 000pY/I0BaHUEM, MCIOJB3YSl OPUTHHAIBHYIO METOIUKY M NMpodeccHOHaNbHbIE
nporpaMMbl. MOKHO pEKOMEHI0BATh YCTAaHOBKY OpUTMHaibHBIX nporpamMm Ha IIK cTyneHTOB M
BBINIOJHATH PSI 3a/1ad JoMa. B 3ToM ciiyyae B Kjlacce OCHOBHOE BHHUMAaHHE KOHIIEHTPUPYETCS Ha
METOAMKE UCIOJIb30BAaHNS Ha3BaHHBIX POTPAMM U aHAJIU3€ MOTYUYEHHBIX PE3yIbTaTOB.

ITpomexyrounbiii koHTpoab (IIK) - 3TO mpoBepka 3HAHMI CTYIEHTOB IO pas3fieiy
nporpaMMmbl. @opmbl: ONpoc MO TEOPUU COIIACHO CIUCKA BOIPOCOB JIJISl CAMOCTOSITEILHOM OLEHKU
YCBOEHUSI MaTepuana.

[lens IIK: noOyauTh CTYIEHTOB OTYMTATbCA 3a YCBOEHHE pasjena JIUCLUIUIMHBI
HaKOTIMTEJIBHBIM 00pa3oM, T.e. CHadasa 3a MepBbIi, 3aTeM 3a BTOPOH, 3aTEM 3a TPETHM pa3aeibl U
T.J. B KOHEYHOM HTOre MHOrME€ CTYAEHTHl MOTYT IOJYyYUTh WUTOTOBBIE OLICHKH IO JUCLUILINHE
“aBTOmMaTom”.

Hroroseiii koHTpoak 10 auciuiuiinHe (MK/]) - aTo mpoBepka ypoBHS Y4EOHBIX JOCTHXKCHHMA
CTYNCHTOB II0 BCEH AMCUMIUIMHE 3a cemecTp. Dopmbl KOHTpOisA: 3K3aMeH. lLlenp uTOroBOro
KOHTPOJIS: MpoBepka O0a30BbIX 3HAHMM JHUCUUIUIMHBI, TOJYYEHHBIX HIPU HM3YyYEHUH MOy,
JIOCTATOYHBIX JJIS MTOCIEAYIONIEro 00ydeHusl.

Bonpocs! k 3k3aMeHy [UIsl OIIEHKH Ka4yecTBa OCBOCHUS yUEOHOM JUCIUTUTMHBI

1. llenmu rocyaapcTBa B 001acTH odecriedeHuss HHPOPMaIMOHHON 0€30MMacHOCTH.

2. OcHOBHBIE HOpMAaTUBHBIE aKThl PD, cBsI3aHHBIE ¢ TPABOBOM 3aIIUTON MH(POPMALIUH.

3. Buapl KOMIIBIOTEPHBIX MPECTYIIIICHUM.

4. CiocoObl 1 MEXaHU3MBbI COBEPILICHUSI TH(POPMAITMOHHBIX KOMITBIOTEPHBIX MPECTYIIIICHHIHA.

5. OcHOBHBIE TapaMeTpbl U 4YepTbl MH(OOPMAIIMOHHOW KOMIIBIOTEPHON HPECTYIMHOCTH B
Poccun.

6. KomnbrorepHslii BUpyc. OCHOBHBIE BBl KOMITBIOTEPHBIX BUPYCOB.

7. MeTroasl 3aIUTEI OT KOMITBIOTEPHBIX BUPYCOB.

8. Turbl aHTUBUPYCHBIX IPOTPaAMM.

9. 3amuThl OT HECAaHKLMOHUPOBAHHOIO JocTyna. MneHTuduKauus u ayTeHTUHUKAIHS
M0JIb30BATES.

10. OcHOBHBIE YTPO3bI KOMITBIOTEPHOM 0€30MMaCHOCTH MIPH paboTe B ceTH MHTEpHET.

11. Buasl 3anumaemMoit uHGOpMaIIHH.

12. T'ocynapcTBeHHas TaifHa Kak 0COObII BUJI 3alUIIAeMON HHPOPMAIIIH.

13. KondunenuuanbHast uHGopmarms.

14. Cuctema 3a1iuThl rOCYAApCTBEHHON TalHBI.

15. IIpaBoBO# peXUM 3alIUThHI TOCYAAPCTBEHHOM TAiTHBI.

16. 3ammMra MHTEUIEKTYyaJbHOH COOCTBEHHOCTH CPEJICTBAMU IMATEHTHOTO M aBTOPCKOTO
npasa.

17. MexayHapoJHOE 3aKOHOAATEIbCTBO B 00JACTH 3aIIUTHI HH()OPMALIHH.

18. IIporpammHo-anmapaTHble cpencTBa odecreueHus: UH(OPMAIIMOHHON 0e30MacHOCTH B
MH(GOPMALIMOHHBIX CETAX.

19. CumMmeTpuyHbIe U QPHI.

20. AccumeTpuuHbIe MU PHIL.

21. Kpunrorpadudeckue mpoOTOKOJBI.

22. Kpunrorpagpuueckue xem-QyHKINH.

23. DneKTpoHHAas MOAIHKCH.

24. Opraau3annoHHoe obecredeHrue HHGHOPMAITMOHHON O€30MTaCHOCTH.

25. Ciry>x6a 6e30MacHOCTH OpraHU3allry.

26. Metoab! 3aIUTHl THPOPMAIMK OT YTEUKH B TEXHUYECKUX KaHajax.

27. ImxeHepHas 3aIIuTa ¥ 0XpaHa OObEKTOB.

Pacnpenenenre 00BEMOB pa3MYHOTO BHJA KOHTPOJIEH MOXKHO MPOWLIIOCTPHPOBATH
ciaenayomuMu IMdpaMu Ha TIPUMEpPE ceMecTpa: TEeKymHid KOHTposib — 40 yCIOBHBIX 0asuioB;



MPOMEXXYTOUHBIA KOHTPOJIb - 30 YCIOBHBIX OaiioB; UTOTOBBIN KOHTPOJb - 30 yCIOBHBIX 0aioB.
Bes guctmmumaa onennBaetcss B 100 yClaoBHBIX 0ayuioB, €CM BCSA TUCHUILIMHA OICHUBACTCS
uudpoi, ornuuHoit ot 100 6amioB, TO MOA YCIOBHBIM 0OajioM ClEIyeT MOHUMATh MPOIEHT OT
MaKCHUMAaJIbHOTO YHCIiIa OauioB.

[Ipu sTOM nEHCTBYeT clieayrolias CUCTeMa NEPeBOIa PEUTHHTOBBIX (YCIOBHBIX) 0aioB B
OOBIYHYIO KAy Ka9eCTBEHHBIX OLEHOK: «OTiaruHo» (5) - 91-100 ycrnoBHBIX 0amioB; «X0OpOIIO»
(4) - 75-90 ycnoBHBIX OamioB; «YmoBierBopureabHO» (3) - 61-74 YyCIOBHBIX OalJIOB;
«HeynoBneTBoputensHo» (2) -

[TpuBenennbpie HUGPBI TOBOPAT O TOM, UYTO Ha JHOOOH cTaguu OO0yueHHE CTYAEHTa MOXHO
CUMTaTh YJOBJIETBOPUTENBbHBIM, €Clii OH HaOupaer He MeHee 61 ycnoBHbIX OamnoB. Tak,
Hanpumep, HabpaB B xome TK u IIK 61 OamnoB, cTygeHT rapaHtupyeT cebe OIEeHKY
«Y IOBIETBOPUTEILHO.

5.2 Oco0eHHOCTH oOpraHu3amuu OOyYeHHS] [JIsi JIHI[ ¢ OTPAHHYEHHBIMH BO3MOKHOCTSIMHU
30POBbSI 1 HHBAJTUI0B

ITpu HEOOXO0MMOCTH 00YYaIOLIMMCS U3 YHUCIIA JIUILL C OFPAaHUYEHHBIMH BO3MOKHOCTSIMU 3/10pPOBbS U
MHBAJIUAOB (110 3asIBJICHUIO 00YYaIOLIErocs) NpeaocTaBiseTcs yueOHas HHPOpMaLus B TOCTYITHbIX
¢dopMax ¢ yueToM UX UHJIWBUIYaAbHBIX ICUXO(PU3NUECKUX 0COOEHHOCTEH:

- JUIS JIUI] ¢ HApYIICHUSMHU 3pEHUs: B eYaTHON (opMe YBETHYECHHBIM mpudtom; B Gpopme
AIIEKTPOHHOI'O JIOKYMEHTA; VHAVBUyaJIbHbIE KOHCYJIBTaIluU c NpUBJICYCHHEM
TU(dI0CYpIOTIEPEBOAUNKA; NHANBUAYATbHbBIE 3aaHHsI, KOHCYJIBTAlUU U JIp.

- IJIs UL ¢ HApYIICHUSIMU cllyXa: B Me4aTHoi (opme; B hopMe 3JIEKTPOHHOTO JOKYMEHTA;
MHAVBUYaJIbHbIE KOHCYIBTAllMM C IPUBJIECYEHUEM CYypIONEPEBOAUNKA; UHIMBUYaJIbHbIC 3a/1aHNUS,
KOHCYJIbTAIlNH U Jp.

- U1 JIAL ¢ HApyIIEHUSIMH ONOPHO-ABUraTeIbHOIO anmnapaTa: B neyaTHoi (opme; B popme
AJIEKTPOHHOI'O JJOKYMEHTA; MHMBUIyalIbHbIE 3a/1aHUs1, KOHCYJIbTALUU U JIP.

6 @oHJ OLEHOYHBIX CPEACTB /JIA NMPOBEAECHUS] TEKYLIEro KOHTPOJS M NMPOMEKYTOYHOI
arrecTauMu 00y4aroIMXcs N0 JMCUMILINHE (MOTYJIIO0)

B coorBerctBum ¢ TpeboBanmsimu DPI'OC BO gms arrectaruu  0Oydarommxcs Ha
COOTBETCTBUE UX TEPCOHANBHBIX JOCTHKEHUN IJIAHHUPYEeMbIM pe3ylbraraM OOy4YeHHUs IO
JTUCIUTUINHE (MOJYITIO) CO3/MaHbl (DOHABI OICHOYHBIX CPEICTB. THUIOBBICE KOHTPOJBHBIC 3aJaHUS,
METOAMYECKUE MaTePHAJIbl, ONPEACIISIONINE MPOICAYPhl OIICHUBAHUS 3HAHUHN, YMEHHH W HaBBIKOB,
a TaKkKe KPUTEpUU M TOKa3aTeiau, HEeoOXOAWMBIE NS OLEHKM 3HAHWW, YMEHUH, HaBBIKOB W
XapaKTepU3yIolre 3Tanbl (POPMUPOBAHUS KOMIIETEHIIUM B MPOIECCE OCBOEHHUs 00pa30BaTEIbHOM
porpammel, npeacTaBieHsl B [Ipunoxennn 1.

7 Y4yeOHO-MeTOAMYECKOE M NH(POPMALMOHHOE 00ecneuyeHue TUCIUIJIMHBI (MOIYJIs)

7.1  Ocnoenaa numepamypa

1. babam A.B., BapanoBa E.K. MonenupoBanue CHUCTEMBbI 3allUTHI WHPOPMALUU:
[Tpaktukym : YuebHoe mocobue [DnekTponHbIi pecypc] : PUOP , 2020 - 320 - Pexxum gocrymna:
https://znanium.com/catalog/document?id=357569

2. XKyx A.IL, Kyk E.IL., Jlenemkua O.M. u np. 3amura nadopmaimu : YuedHoe mocodomne
[Onextponnslii pecypc] : PUOP - Pexum nocryma: https://znanium.com/catalog/document?
1d=339378

3. Kazapun O. B., 3a6abypun A. C. IIPOTPAMMHO-AIIIIAPATHBIE CPEJACTBA
3AIIUTBI UHOOPMAILIMU. 3AILIUTA ITPOI'PAMMHOI'O OBECIIEYHEHUS. Y4eOHuk u
NPAKTUKYM JUIsl By30B [OnekTpoHHbBIM pecypc] , 2020 - 312 - Pexum pocryma:



https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-
programmnogo-obespecheniya-452368

7.2 /onoanumenvnas numepamypa

1. Axmapos, [1.b. Koguposanue u 3amuta uHopmanuun : ydebHoe nmocodbue / ILB.
AxmapoB .— IbxkeBck : ®I'BOY BO Wxesckas ['CXA, 2016 .— 136 c¢. — URL:
https://lib.rucont.ru/efd/363163 (mara obpamenus: 20.02.2023)

2. buprokoB A.A. WHbopmammonHass 0e30MacHOCTh [DIEKTPOHHBIN pecypc]
HU3narenncTBO "JIMK ITpecc" . 2017 - 434 - Pexum JOCTyTa:
https://e.lanbook.com/book/93278#book

3. byzos I'A. 3amuTa nHpOpMAIMK OTPaHUYEHHOIO TOCTYIA OT YTEUKH MO TEXHUYECKUM
KaHajaM [DnekTpoHHbIN pecypc] : U3natensctBo "l'opsiuas nuausi-Tenexkom" , 2018 - 586 - Pexxum
noctyna: https://e.lanbook.com/book/111027#book

4. Beenenne B kpuntorpaduro : YueOHOe mocoOue [DIEeKTpOHHBIN pecypc]
NznarensctBo POPYM , 2020 - 240 - Pexxum noctyna: https://znanium.com/catalog/document?
1d=345516

5. Epoxun B.B., Iloronsmmesa J[.A., Cremuenko W.I. be3omacHocTs nHPpOpMaIMOHHBIX
cucteM : YueOHble mocobust [Dnexrponusliii pecype] : ®JIMHTA , 2015 - 182 - Pexxum nocrymna:
https://e.lanbook.com/book/62972#book

6. IIporpammHo-anmapartHas 3ammra WHGOpMaIuu : YueOHoe mocodue [DIeKTpOHHBIH
pecypc] :  WMmarenbctBo  DPOPYM |, 2019 - 352 -  Pexum  jgocryna:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcovt ungpopmayuonno-menekommynukayuonnou cemu "Hnmepuem',
6KII0YaAA npogheccuonanvHvle 06zl OAHHLIX U UHOOPMAUUOHHO-CRPABOYUHDbBLE
cucmemul (npu HeobXO0UMOCMU):

1. CIIC Koncynbrantllntoc - Pexxum noctyna: http://www.consultant.ru/

2. OnexrtponHas Oubnmoreunass cucrema ZNANIUM.COM - Pexum pocryna:
https://znanium.com/

3. DOnexrponHo-6ubnmuoreynas cucrema "PYKOHT" - Pexxum noctyna: https://rucont.ru/

4. DOneKTpoHHO-OnOnMnoTeuHass cucrema usaarenbctBa "Jlawp" - Pexxum pocrtyma:
https://e.lanbook.com/
3. OneKTpoHHO-0MOIMOoTeyHast cucrema u3aarenbcTtBa "FOpait" - Pexum nocryma:

https://urait.ru/

6.  Open Academic Journals Index (OAJI). [IpodeccuonansHas 6a3a JaHHBIX - Pexxum
noctyna: http://oaji.net/

7. [Ipesunentckass Oubnmoreka wMm. b.H.Enpnmua (6a3a maHHBIX —pa3sIuYHBIX
npodeccuoHaIbHbIX o0nacTeil) - Pexum noctyna: https://www.prlib.ru/

8 MarepuajbHO-TeXHHYECKOe o0ecneyeHHe AUCUMIUIMHBI (MOAYJsI) H IepevYeHb
HHGOPMALIMOHHBIX TEeXHOJIOTHii, HCIOJIb3yeMbIX NPH OCYIIeCTBJIEHHH 00pPa30BaTeIbHOIO
npouecca no JUCHUILVINHE (MOAYJII0), BKJIOYasl epeYeHb NPOrpaMMHOro odecrevyeHust

OcHOBHOE 000PYI0BAHUE:

Byanb-I'enepaTop akyctuueckux U BUOPOAKyCTHUECKUX TTIOMEXOBBIX CUTHAJIOB
Mynstr. Menuiinbiii komriekT Ne 2: IIpoektop Panasonic PT-LX26HE, motonodyHoe
kperienne Tuarex Corsa, knemMMmHbIH Moxynb Kramer WX -1IN, konnektop VGA, skpan Lumien
Ecopicture
ITepconanbublii komnbroTep Nel "B-tronix professional 3872\2015"
Cmapr-AB (ma 0Oaze CKM-21.2)- IlporpaMMHO-anmapaTHbIii KOMIUIEKC OLIEHKU
3 (PEeKTUBHOCTH  3alUTHl  peueBOM WHGOpPMAIMM OT YTEYKH TIO0 aKyCTHUYECKOMY W



BUOPOAKYCTHUECKOMY KaHaJaM
Conara-P3.1 CpeactBo akTUBHOI 3alIUThl HH(POpPMALIMKU OT YTEUKH 3a CUET MOOOYHBIX
AJIEKTPOMArHUTHBIX KOJICOaHUH U HAaBOJOK
Cnekrpoananuzatop IFR2397

[IporpaMMHoe obecrieyeHue:
Microsoft Windows 7 Ultimate Russian
VMware Workstation 9 for Linux andWindows



MHWHOBPHAYKHU POCCUN

BJIAJUBOCTOKCKUI IT'OCYJIAPCTBEHHBI YHUBEPCUTET SKOHOMUKU 1
CEPBUCA

KA®EJIPA THOOPMAIIMOHHBIX TEXHOJIOI' M1 U CUCTEM

@DoHJ OLICHOYHBIX CPEICTB
JUISl IPOBEJICHUS TEKYILETr0 KOHTPOJIS
Y IPOMEXYTOYHOM aTTECTALUH 10 TUCIUILIMHE (MOIYIIIO)

NHOOPMAILNMNOHHASA BE3OITACHOCTD U 3AINUTA UH®OPMAILIUU

Hamnpagnenue u HampaBiaeHHOCTH (MMPOGUITH)

11.03.02 MHbOKOMMYHUKAIIMOHHBIE TEXHOJIOTUN U CUCTEMBI CBsI3H. VIHTepHeT-Bemel
ONTHUYECKUE CUCTEMBI U CETU

I'og nabopa Ha OITOII
2020

®opma o0yueHus
OYHas

Bmagusoctok 2022



1 Ilepeyenb popMHEpyeMbIX KOMIIETEHIHIT

Hassanue OITOII BO, | Koxa n popmynuposka komnereHun | Ko u opMyIMpoBKa HHAMKATOPA JOCTIKEHUS
COKpaIeHHOe u KOMIETEHIINU

11.03.02 «Mudpoxkomm | OIIK-3 : Cnocoben mpumensts Met | OIIK-3.5x : [Tonp3yercst MeToaMu U HaBbIKAMH
YHUKAIIMOHHBIC TEXHO | OJIbI MOWCKA, XpaHEeHUs, 00paboTku, | obOecrnevyeHus HHHOPMAOHHON OE30MACHOCTH B
JIOTUH U CUCTEMBI CBSI3 | aHajm3a M MPEeACTaBICHUS B TpeOye | cCHCTeMax CBS3H
w» MoM (hopmaTe HHPOPMAITUH U3 PasIl

(B-UK) WYHBIX HCTOYHUKOB M 0a3 JaHHBIX,
co0IrO/1ast IIPU 3TOM OCHOBHEIE TpE
6oBaHM HHPOPMANMOHHOH Oe3oma
CHOCTH

Komnerenius cunraercst cOpMUPOBAHHOM Ha JTAaHHOM 3Tale B ClIydae, €ClIi MOTy4YeHHbIE
PE3YIbTAThI O6y‘-IeHI/I$[ 10 JJUCHUIINIMHE OLCHCHBI IIOJOXUTCIBHO (I[I/I&H&?;OH KPHUTCPHUCB
OLICHMBAHUSI PE3YJBTATOB O0YUEHHS «3aU4TCHOY, «YIOBIETBOPUTEIBHOY, «XOPOIIO», KOTIMIHOY). B
CIyd4ac OTCYTCTBUA MMOJI0KUTEILHOM OLCHKM KOMIICTCHIIMA Ha JaHHOM DJOTall€ CUYHUTACTCA
Hec(OPMHUPOBAHHOM.

2 [loka3aTe/u OlleHUBAHUS NJAHUPYEMBbIX Pe3yJIbTATOB 00y4YeHHUs

Komnerenuus OIIK-3 «Criocoben mpuMeHATh METO/IbI TOMCKA, XpaHEeHHUs1, 00paboTKH,
aHaIM3a U IpeJICTaBlIeHHus B TpeOyemMoM GopMarte nH(POpMAIIUU U3 Pa3IMYHBIX HCTOYHUKOB U 0a3
JAHHBIX, COOJIIOAAst IPU ITOM OCHOBHBIE TPeOOBaHUs MH()OPMAIIMOHHON 0€30IacCHOCTI

Ta6muma 2.1 — Kputepuu OlleHKH UHANKATOPOB TOCTHXKCHUS KOMITETEHIIUN

Pe3ynbraTsl 00y4eHus 10 JUCHUIUINHE
K T
Koa u popmynupoBka uHAUKAT " Kpurepuu onieHuBaHus pe3ysibT
0pa IOCTWXEHUs KoMmeTeHuun | O | aToOB 00y4YCHUS
pe Pesynbrat
pe
3_
3_
Ta
Ta
OIIK-3.5k : [Tonb3yercst meTo, P 3u CdopmupoBasimeecst cucteMar
aMHM ¥ HaBBIKaMH 00eCTIeYeHHS 1| an TpeOoBaHUH K 3amuTe HHPOPM MYEeCcKoe 3HaHHE TPeOOBaHMUH K
nH(pOPMAIMOHHOHN 6e30ImacHOCT | e | UM OTIPEIENEHHOrO THIIA 3amuTe MHHOPMAIHH OIpeIeie
U B CHCTEMaX CBS3H HHOT'O THIIa
v
P CdopmupoBasimeecst cucteMar
M o0ecreynBaTh 3aMUTy HHPOPM
b HMYECKOe YMEHHE 00eCTednBaTh
eH | ammu
2 e 3amuTy HHGOPMAIHH
H CdopmupoBasieecst cucreMar
P ap | BIAICHUS COBPEMEHHBIMH METO
MYECKOe BIIaJICHUE COBPEMCHH
pl| B IaMH 00€CIICUEHHS 3aIIUTEl MH
BIMU METOJIaMH 00ecTieueHHs 3a
3 K (dhopmanuu
HIATH HHPOPMALIUU

Tabnuna 3anoiHsAeTCsl B COOTBETCTBUU C paznenoM 1 Paboueit mporpammbl AMCHMITIIUHBI
(Momyms).

3 IlepeyeHb OLIEHOYHBIX CPE/ICTB



Tabnuua 3 — [lepedeHpb OLIEHOYHBIX CPEICTB MO TUCIUIUTMHE (MOIYIIIO)

HanMeHOBaHHE OLIEHOYHOTO CPEACTBA U TP
Kourposnupyemsie mwianupyembie pesy | KoHTponupyembie TeMbl encrasnenue ero s ®OC
JBTATHI 00yYCHUS JCIUTLTHHBI TpomesxKyToUHas ar
Texyuuii KOHTPOJIb
TecTaIus
Ounas dpopma oOydeHns
PA1 3Hanue : TpeboBanuii k 3a [Mpaktuueckas pabo | DK3aMeH B TUCHMEH
muTe nHGOpPMAIUU OTpe] 1.1. Beenenne B uudopum Ta HOU opme
CIICHHOTO THIa AIIMOHHYIO 0€301acHOCTb DK3aMeH B IHCEMEH
CobecemoBanue >
HOH opme
1.2. lpumenenne nHpop | TIpaktnueckas pabo | DK3aMeH B MHCHMEH
MAaIMOHHBIX TEXHOJIOTHIHA Ta Ho# popme
JUTSL I3YYCHHUS BOIIPOCOB O
PraHU3aIIOHHO-TIPAaBOBO K3aMEH B MACEMEN
ro obecriedeHns MHHOPM CobecenoBanne Hoit opme
aIIMOHHOM 0€30I1acCHOCTH
IMpakTuyeckas pabo | DK3aMeH B MUCHMEH
1.3. IlpaBoBoe obecrieueH | 1g HOI hopme
ne nHpOpMannoHHOIT 6e3
DK3aMeH B IUChMEH
OIacHOCTH CobGecenoBanne -
HOU (opme
IpakTuyeckas pabo | DK3aMeH B MUCHMEH
1.5. OpranuzannoHHoE O Ta HOI (hopme
6ecredeHne HHHOPMAIIO
HHOI1 6e30IIacHOCTH Cobece10BaHNe OK3aMeH B MHChMEH
HOH (opme
IpakTryeckas pabo | DK3aMeH B MHCHMEH
1.6. Peanu3zamus paboTbt Ta HO# hopme
HHQPPACTPYKTYPbI OTKPHIT
i OK3aMeH B IUCbMEH
BIX KJIOHCH CobecenoBanue N
HOH (opme
PJI2 VwMenwue : 00ecneunBars 3 [IpakTuueckas pabo | DK3aMeH B IHCbMEH
amuTy uHPOPMALUK 1.4. Ucnonb3oBanue Kpun | g HO#t (hopme
TOrpaUIecKuX CPeaCTB 3
aIMTEl MHOPMALIIH Cobecenoparie :‘)KfaMeH B IINCHMEH
HOU popme
IMpaktuyeckas pabo | DK3aMeH B MUCHMEH
1.7. Texauueckue cpeact Ta HOI (hopme
Ba M METOJIBI 3aITUTHI HH
DK3aMeH B IUCbMEH
dopmarn CobGecenoBanue .
HOU (opme
1.9. TIporpaMmHo-anmapa INpakTHyeckas pabo 3K§aMeH B IIHCHMEH
THbIE cpecTBa u MeTonpr | T8 Hoii popme
obecnieyenus: nH(GopMaIm SK3aMeH B IIHChMEH
OHHO¥ 6€30aCHOCTH Cobecenopanne Hoii (hopme
IpakTrdeckas pabo | DK3aMeH B MHCHMEH
1.10. Hactpotiika 6e3onmac | g HO# hopme
HOT'O CETEBOr0 COCITUHCHH
Pt DK3aMEH B IIHCbMEH
CobecemoBanue o
HOH (opme
INpakTudeckas pabo | DK3aMeH B MHCHMEH
1.12. AHTUBUpPYCHBIE CpE Ta HO#T hopme
JICTBA 3alIUTHI HH(pOpMAI
OK3aMeH B MMCHMEH
nn CobGecenoBanue -
HOU popme
P/3 HasbIk : BIanenus cospe [Mpaktuueckast pabo | DK3aMeH B MHCHMEH
MCHHBIMH METOJJaMU 00ec Ta Ho# popme
HEeYSHHUS 3aIUTEI I/IH(bOpM 1.7. TexHnuyeckue cpeacr
anuu Ba U METOJIbI 3aIUThl MH




(dhopmaru

CobecenoBanue

DK3aMeH B MUCbMEH
HOH (opme

1.8. CpencrBa creraHorpa
(buu i 3amuThl HHGOPM
arnun

IMpakTudeckas pado
Ta

DK3aMeH B MUChbMEH
HOH opme

CobecemoBanue

DK3aMeH B MNCHMEH
HOU opme

1.9. IlporpammHo-anmnapa
THBIC CPEJICTBA H METOIBI
obecrieueHnst HHGOPMAIH
OHHOI1 6e30macHOCTH

[IpakTuueckas padbo
Ta

DK3aMeH B MUCHMEH
HOH (opme

CobecenoBanue

DK3aMeH B MUCHMEH
HOU (opme

1.10. Hactpotika 6e3omac
HOT'O CETEBOT0 COCANHEHN
A

INpakTHyeckas pabo
Ta

DK3aMeH B MUChMEH
HOU (opme

CobecenoBanue

DK3aMeH B ITHCbMEH
HOH (opme

1.11. KpunTorpaduuecku
€ METOJIbI 3aIIUThl HHPOP
Maluu

INpakTrdeckas pado
Ta

DK3aMeH B IUCbMEH
HOH (opme

CobecenmoBanue

DK3aMeH B MUCbMEH
HOH (opme

1.12. AHTUBUPYCHBIE CpE
JICTBA 3aLIUTHI HH(pOpMAI
uu

IMpakTudeckas pado
Ta

DK3aMeH B MUChbMEH
HOH opme

CobecemoBanue

DK3aMeH B MUCHMEH
HOU opme

4 Onucanue Npoueayps! OLCHUBAHUS

KadectBO cPopMHUpOBAaHHOCTH KOMIIETEHIIMI HAa JaHHOM JTame OICHUBACTCS 110
pe3yinbpTaTaM TeKYIIUX W MPOMEKYTOYHBIX aTTECTAIMH MPHU ITOMOIIY KOJUYCCTBCHHON OICHKH,
BBIpaXEHHOW B Oamnax. MakcumanbHas cymma 0auioB mo auciuruiiHe (momymo) paBHa 100
OayutaMm.

. O11eHOYHOE CPENICTBO

Bun yuebHoll nesTenbHO - c
CTH CobecenoBanue Hpaxmqecme PAOOT 1y samen Hroro
Jlexun 10 10
[IpakTuueckue

60 60
3aHATHUA
IIpomexyTouHas aTTecta 20 20
ISt
CamocTosiTebHast paboT 10 10
a
Hrtoro 20 60 20 100

CymmMma 6aiioB, HAOPAHHBIX CTYACHTOM IO BCEM BUIAM y4eOHOW JEATEIILHOCTH B PaMKax
JTUCIUTIITMHBI, TIEPEBOUTCS B OIICHKY B COOTBETCTBUU C TaOJIHUIICH.

Cymma 6anos O1eHKa TI0 IPOMEKY

. XapakTepHCcTHKa KadyecTBa C(hOPMUPOBAHHOCTH KOMITETEHIINHI
TOYHOHU aTTeCTaluu

10 JMCLMILINHE

CTyIeHT IeMOHCTPHPYET CHOPMHPOBAHHOCTh JUCLMILUIMHAPHBIX KOMIIETEHIUH, 00
Hapy>KMBaeT BCECTOPOHHEE, CUCTEMaTHIeCKoe U NTy0OKoe 3HaHue y4eOHOTro MaTep
naja, yCBOMJI OCHOBHYIO JIUTEPATyPy U 3HAKOM C JOMOIHUTEILHON INTEpaTypoii, pe
KOMEHJOBaHHOH MPOTrpaMMOii, yMeeT CBOOOAHO BBINOIHATH MPAKTHUECKUE 3a1aHN,
IIpeyCMOTPEHHbIE IPOrpaMMOii, CBOOOIHO ONepHpYeT MPUOOPETEHHBIMU 3HAHUSIM
1, yMCHUSIMHU, IPIMEHSET UX B CUTYAINsIX ITOBBIIIEHHOH CII0)KHOCTH.

«3a4TEHO» /
ot 91 1o 100
«OTJIIMYHO»




CTyaeHT IeMOHCTPHPYET c(HOPMUPOBAHHOCT JUCIMIUIMHAPHBIX KOMIIETEHIUH: 0C

ot 76 10 90 «3auTeHO» / HOBHBIC 3HAHUSA, YMEHUSA OCBOCHBI, HO JOIYCKAIOTCSl HE3HAYUTEIbHBIC omvn61<n, HET
«XOPOIIIO» OYHOCTH, 3aTPY/IHEHHUS NIPU aHATUTHUYECKUX ONEpalusix, IEPEeHOCE 3HAaHUN U YMEHHU
1 Ha HOBBIE, HECTAHJAPTHBIC CUTYalllH.
CTyneHT 1eMOHCTpUpyeT chOPMUPOBAHHOCTh AUCIUIUINHAPHBIX KOMIIETCHIUH: B X
«3a4TeHo» / 0J1¢ KOHTPOJIEHBIX MEPOIIPUSITUH JOIYCKAIOTCS 3HAUUTENbHBIE OIIMOKH, POSIBIISIETC
ot 61 1o 75 «YJIOBJETBOPUTENLH s1 OTCYTCTBHE OTJICJIbHBIX 3HAHUI, YMEHUN, HABBIKOB 10 HEKOTOPBIM JUCHUIUITMHAPH
o» BIM KOMIIETCHIIMSIM, CTYICHT HMCIIBITBIBACT 3HAYNUTEIbHBIC 3aTPYIHEHUS IIPU OLIEPHUP
OBaHMHU 3HAHUAMHU M YMEHUSAMHU IPU UX IIEPEHOCE HA HOBBIEC CUTYALIUH.
«HE 3a4TCHOY /
or 41 10 60 S — VY crynenra He C(bOIiMHpOBa}{LI JHCLUAIIIIMHAPHBIC KOMIICTCHIIUH, TIPOSBIICTCS HENO
CTaTOYHOCTDb 3HAHWW, YMCHHUH, HABBIKOB.
HO»
«HE 3a4TEHOY /
ot 0 110 40 JIMCUMIUTHHAPHBIC KOMIIETCHIIMKH HE c(hopMHUpOBaHbL. [IposIBIsSETCSA MONHOE HIIH

«HEYOBIIETBOPUTEND
HO»

MPAKTUYCCKU MMOJIHOC OTCYTCTBUC 3HaHHfI, yMeHHfI, HAaBBIKOB.

S IlpumepHBIe OLICHOYHBIE CPeACTBA

5.1 IlpumepHBbIii IepevyeHb BONPOCOB M0 TeMaM

Tema 1. BBenenue B nHpopManmoHHy0 6€301aCHOCTh

FONY XN AW =

—_— —

Oes3omacHocTH?

_
N

Yro takoe nHpopMalMOHHAs OE30MaCHOCTH?

[lepeuncnnte OCHOBHBIE YTPO3bl HH()OPMAIIMOHHON 0€30TaCHOCTH.
Kakue cymecTByroT Mojieny HHPOpPMaLMOHHON 6e30macHoCTH?
Kakue metopl 3amuTsl HHQOPMAIUH BbIIEISIOT?

Urto Takoe mpaBOBbIE METOIbI 3aITUTHI HHPOpMaUn?

Yro Takoe OpraHW3alMOHHBIE METObI 3alUThl HH(popMaruu?

Yro Takoe TEXHUYECKHE METO/IbI 3alIUTHl HH(OpMaIiu?

Yro Takoe mporpaMMHO-aIapaTHbIE METO/IbI 3alIUThl HH(pOpMaLUn?
Yro Takoe KpUNTorpapuueckue MeTo bl 3alUThl HHPOpMALUU?

UYro Takoe (hu3mUecKre METO bl 3aIUThl HHDOpMaru?

Kakue rinaBHble rocy1apcTBEHHbIE OpraHbl B 00J1acTH oOecrieueHust HH(OpMallMOHHON

[lepeuncnure BUBI 3a1UIIAEMON HHPOPMAITIH.

Tema 2. IIpaBoBoe obecniedeHrne MHPOPMALMOHHONW OE30IIaCHOCTH

1. IlpaBo. Mcrounuku npasa.
Kaxkune ocHOBHBIE 3aKOHBI B 001aCTH 3anuThl HHGOpMaluu B PO?
[Tepeuncnure ocHOBHBIE 1M U 3ana4u PO B obnactu obecrneueHnss HHPOPMAITHOHHOM

Rl

0€e301acHOCTH

Nk

oOmanarens?

8. OxapaktepusyiiTe OMOMETPHUECKHUE TaHHBIC KaK TIEPCOHAIILHBIC TaHHBIC.
9. Yro Takoe mpodeccuoHanbHas TaitHa?

10. Yto Takoe cimyxxeOHas TaiiHa?

11. Yrto Takoe koMMepueckas TaitHa?

12. Yro Takoe pekUM KOMMEPUECKOHN TaliHbI?

13. Yto Takoe rocyaapcTBeHHas TaiiHa?

14. Onummre npaBoBOM pPeXUM roCyJapCTBEHHOM TallHBI.

15. @©3-149.
16. ®3-152.

Crparerust HauMOHaIBHOM Oe3omacHocTH. JIoKTpHHA HHPOPMALIMOHHOM 6€30MacHOCTH.
Yro Takoe KoHpHUAEHIMATbHAS HHpOopManys?

Urto Takoe nepcoHalbHBIC JaHHBIC?

B kakux ciaydasix BO3MOXHO MCIIOJIb30BaTh EPCOHAIbHbBIE JaHHbIE 0€3 coryacus




17.
18.
19.
20.
21.
22.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.

NN R DD

e e S S e = W =Gy Sy

NN R D=

®3-98.
®3-390.
®3-395-1.
®3-126.
®3-374 u ©3-375.
ITocranoBnenue npasutenscTsa Nel119.
Tema 3. Opranu3anioHHOE oOecTieueHrue HHPOPMAITMOHHOW 0€30ITaCHOCTH

Kakue ocHOBHBIE MEXTyHApOIHbIE CTAaHAAPTHI B 00JaCTH MH(POPMALIMOHHOM 6€30MacHOCTH?

"OpanskeBas kHura"
ISO/IEC 15408.
Kak cBs3aHbl MeX1yHApOIHbIE CTAHAAPTHI U cTaHaapThl PD?
I'OCT P UCO/MDK 27002-2012.
I'OCT P UCO/M3K 27005-2010.
CTO BP UBBC-1.1-2007. «Ayaut uHGOpPMALMOHHOM O€30MaCHOCTI.
PC BP UBBC-2.2-2009. «MeTroanka OIieHKA PUCKOB HApyIICHHS HHPOPMAITHOHHOM
0€e30MacHOCTIY.
ITpuxa3z ®Cb Ne378.
[Tpuxa3z @®CTIK Ne21.
ITpuxa3z @CTIOK Nel7.
[Tpuxa3z @CTIOK Ne31.
[Tpukaz ®CTIK Ne28.
ITpuka3z @CTIOK Ne638.
[Tpuxa3z @CTIK Ne9.
[Tpukaz ®CTIK Nel19.
ITpuxa3z I'octexkomuccuu Nel14.
PykoBoasue 1oKkyMeHThI [ OCTEXKOMHCCHUHU.
Mepb! 3a1UTH HTHPOPMAIIMH B TOCYAAPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEMAX.
(Metoanueckuii nokymeHt @CTIK).
Yro Takoe MoauTHKa 6€30MacHOCTH?
Cnyx0a 6ezonacHoctu npeanpusitus. CTpykrypa. OyHKIUH.
TumoBast HHCTPYKIUS COTPYTHHUKA 110 00eCTIeYeHUI0 HH(POPMAITMOHHOW O€30MTaCHOCTH.
DKoHOMHYECKas pa3Beaka. [[pOMBIIITIEHHBIN HIMHOHAXK.
Tema 4. TexHruecKue cpeICTBA U METOABI 3aIIUTH HH(POpMaIIH

UYro Takoe nHKEeHepHas 3aluTa 00bEeKTOB?

Kakum cioco6oM onuceiBaeTcst HHKEHEpHas 3amura. Onucarb MOJEIb.
Kakwue cpencta mpuMeHSIIOTCS 715 3alIMTHI 1-ro nepumerpa?

Kaxkwue cpencTBa npuMeHsIIOTCS JJIsl 3alUTHI 2-T0 iepumeTpa’?

Kakue cpenctsa NpUMEHSIIOTCS 7S 3alUTHI 3-T0 IepuMeTpa’?

IToxxapHbIEe CUTHAJIM3ALUN.

OxpaHHbIE CUTHAIN3aUU

buomerpus. buomerpuyeckue XxapakTepUCTUKH.

Yro Takoe TeXHUYECKUE KaHalbl YTeUKU HHPOpMaAuu?

[Tepeuncante OCHOBHbBIE BUbI TEXHUUECKUX KaHAIOB YTEUKH HHpopManun?

. Yto Takoe criennpoBepka?

. Uto Takoe crnenucciaenoBanue?

. Uto Takoe cneoociaegoBanue?

. HepeqnchTe MCETOABI 3AIIIUThI I/IH(bOpMaHI/II/I oT YTe‘IKH 110 3pI/ITeJ'II)HOMy KaHaJ'Iy.
. IlepeuncauTe METOMBI 3aITUTH HHPOPMAIIMK OT YTEUKH 10 AJIEKTPOMArHUTHOMY KaHamy.
. [lepeuncnure MeTOBI 3aIIUTHl THPOPMALIUU OT YTEUKHU IO IIEKTPUUECKOMY KaHAIYy.
. Ilepeuncnute METOABI 3aIUTH HHPOPMAIIMH OT YTEUKH 110 UHAYKIIHOHHOMY KaHAIly

HepeqnanTe MCTOABI 3allIMTHI I/IH(l)OpMaI_II/II/I OT YTCUKH I10 TAapaMETPUICCKOMY KaHAITy.



19. Ilepedncnure METOJIBI 3aLIUTHI HH(GOPMAIIMK OT YTEUKH IO BO3AYIIIHOMY KaHAITy.
20. Ilepeuncaure MeTOIbl 3aIIUTHI UH(YOPMALIMK OT YTEUKH 110 BUOPALTMOHHOMY KaHAIy.
21. Ilepeuncnaute METOMBI 3aIIUTH UH(POPMAIIMK OT YTEUKH 10 aKyCTOAIEKTPUIECKOMY KaHAIy.
22. Ilepeuncinre METOBI 3aLIUTH HH(YOPMAIIMH OT YTEUYKH 110 ONTUKOAIEKTPOHHOMY KaHaIy.
23. Ilepeuncnurte cpencTBa U METObI 3aLTUTHI HHGOPMAIIMHU OT YTEUKU HHPOpPMAIUU B
TeneOHHBIX JIUHUAX.
Tema 5. I[IporpaMMHO-amIapaTHble CPEICTBA M METOIBI OOecTieueHus HH()OPMAIIMOHHOM
0e30macHOCTH
1. Yro Takoe mporpaMMHO-aIIapaTHbIe CPEACTBA 3AIUTHI HHPOpMALUU?
2. Kakue MexaHu3Mbl peau3yIoT IporpaMMHO-alnapaTHble CPEeICTBA 3alUThI HHpOpMauu?
3. Kakue KkoMObIOTEpHBIE YTPO3bl 0€30MaCHOCTH CYLIECTBYIOT?
4. Yrto Takoe cereBas pa3Benka? Kakue MeTo1bl 3aIlIUThI IPOTHUB HEE CYLIECTBYIOT?
5. Yro Takoe unbekiusa? Kakue BUibl MHBEKIMN CylecTBYOT? Kakue MeTo bl 3aIUThl TPOTUB
HUX CYIECTBYIOT?
6. UYro Takoe oTka3 B o0cyxuBaHnn? Kakue METO/IbI 3aIUTHI IPOTHB HETO CYIIECTBYIOT?
7. OCHOBHBIE BUJIbI TPOTPAMMHBIX YSA3BUMOCTEH.
8. Bbaknopsl.
9. UYro Ttakoe nepenonHeHue oyddepa? Metoas! 3amuTHI.
10. Yto Ttakoe nedexTsl (hopMaTHBIX CTPOK? MeTOAbI 3alHUTHI.
11. Yto Takoe 1enouncIeHHbIE epenoaHeHus1? MeToabl 3aluThI.
12. Ommbku 06pabOTKH UCKIIOYEHUH. METO bl 3alTUTHI.
13. Buenpenue koMana. MeToIbl 3aIIUTHI.
14. HexoppekTHble 00pab0TKH OmMUOOK. MeTOIbI 3alUTHI.
15. T'oaku. MeToan! 3aIIUTEI.
16. BeinonHeHne Ko/1a C 3aBBIIICHHBIMU PUBUIICTHSIMU.
17. Araxa "Yenoek mo cepeaune".
18. Uto takoe [P-criyddunr? Kakue MeTo bl 3a1IUTHI TPOTUB HETO CYIIECTBYIOT?
19. ARP.
20. DHCP.
2]1. NAT.
22. PAT.
23. IPv4. IPv6.
24. Yto Takoe ARP-criydpunr? Kakue MeTo bl 3alIUTHI TPOTHB HETO CYIIECTBYIOT?
25. Yrorakoe DNS Cache Poisoning? Kakue MeTopI 32U TH IPOTHUB HETO CYIIECTBYIOT?
26. Yrorakoe NetBIOS/NBNS spoofing? Kakue MeTozb! 3aIIUThI IPOTHUB HETO CYILECTBYIOT?
27. VPN.
28. CoumanbHas HHXEHEPHS.
29. ®poxa. Metonbl 60pbOBI ¢ HPOIOM.
30. Yro takoe ¢pummHr? Kakue MeTo bl 3allUThI IPOTUB HETO CYLIECTBYIOT?
31. Kapaunar. MeToibl 3alIUThl OT KapIUHTA.
32. Darkweb.
33. DMZ.
34. AHOHMMai3epHl.
35. Tlpokcu-cepBepsl.
36. Pe3epBHOE KOMMPOBAHUE.
37. Honey pot.
38. DLP-cuctemsl. SIEM-cuctemsi.
39. Ckanepbl 6€30MaCHOCTH.
40. Cuctembl 0OHapYKEHHUSI BTOPIKEHUH.
41. Cucremsl NpeOTBpAIICHUS BTOPKEHUH.
42. BpenonocHsie mporpaMmmbl. KoMmbioTepHbie BUpYChl. Buibl BUpYCOB.

43.

DKCIUTOUTHI.



44. Mexanu3m paboThI BUpYyca.
45. AnTtuBHpycsl. Busibl aHTUBHPYCOB.
46. MexaHu3Mbl pabOTHI aHTHBHpYCA.
47. MexceTeBoi IKpaH.
Tema 6. Kpunrorpadgudeckue MeToAbI 3aUTH HHGOPMAITUH

Yro takoe mmdp? Kakue Buas! mmppos cyniecTByoT?
Yro takoe cummeTpuuHbIi mmpp? Kakne cuMMeTpuyHbie MUQPHI HCIOIB3YIOTCS ceiyac?
Uro Takoe accumerpuuHblid mudp? Kakue accumerpudnbie MUGPBI UCIIONB3YIOTCS ceituac?
[TpuHIUI TOCTPOEHUSI CHMMETPUYHBIX MU(PPOB.
[TpuHIMIT TOCTPOCHUS ACCUMETPUYHBIX MIU(POB.
CrannaptHble MUDPHL.
[Torounsie U pPHI.
Uro Takoe xemnr-pynkiusn? Kakue Buabl xeni-GyHKIWNA Bl 3HaeTE?
epeBo Mepkna.
Yro Ttakoe nudpoBasi MOAMUCH?
[udposas moamuce RSA.
[Mudposas moamuck Dib-1"amas.
UYro Takoe nHppacTpyKTypa OTKPBITHIX KITFOUEH?
JKv3HEeHHBIN MK KITFOYa.
AyTtenTudukanys, nieHTHGUKanms, BepupuKaIys, aBTOPH3aIHs.
[Ipocreiimme MPOTOKOIBI HACHTU(PUKAIINH.
OcnoBHoii mpoTokoi Kerberos.
IPSec.
Blockchain.
Yro takoe creranorpagus? [lonsTue creraHokOHTEHHepa.
Kaxkwe BUIIbI CTETaHOKOHTEWHEPOB CYIIECTBYIOT?
Mertobl co3aaHUs CTETAaHOKOHTEHHEPOB HA OCHOBE TEKCTOBOM MH(pOpMAaLIUU.
MeTobl co3AaHUs CTETAaHOKOHTEHHEPOB HAa OCHOBE BUACOMH(DOPMAIIUH U CTOI/KAJAPOB.
Mertoabl co3aaHNs CTETAaHOKOHTEHHEPOB HAa OCHOBE ayIMONH(pOPMALIHH.
[TudpoBbie BOASHBIC 3HAKH.

Kpamkue memoouueckue ykazanus

CobecenoBaHue NMpPOBOAMUTCS B YCTHOM (hopMe BO BpeMsl IOCIETHErO 3aHATHUA 1O TEMe.
OO6yyaromemycsi 3a7aercsi 2 CIIy4allHBIX BOIIPOCAa M3 CIMCKa BOMpPOcoB. OOyyaromuiicss IOJKEeH
OTBETUTH Ha BOIPOCHI B TeueHUEe 5 MUHYT. Bo Bpems npoBeneHus cobece1oBaHus UCIOIb30BaHHE
JUTEPATYPHl U APYTUX HHYOPMAIIMOHHBIX PECYPCOB HE JOIYCKACTCS.
IlIxana oyenku
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Ne Banns Onucanue

4 16-20 CTyaeHT MOJTHOCTHIO OTBETHII HA 3aJIaHHBIEC BOIIPOCHI

3 11-15 CTyIeHT CMOT MTOYTH MOJIHOCTBIO OTBETUTH Ha 3aJ[aHHbIE BOIPOCHI

2 6-10 CTyaeHT faJl HeTIOJIHbIM OTBET Ha BOIPOCHI, HO CMOT TIepeaTh OCHOBHYIO CYTh BOIIpOCa
1 0-5 CTyzeHT He CMOT WX (pparMeHTapHO OTBETIII HA 3aJaHHBIE BOIIPOCHI

5.2 Ilpumepsl 3a1aHUH JJIS1 BBIIOJIHEHUS PAKTHYECKUX padoT

Tema 1. IlpuveneHue wuHGOPMAIMOHHBIX TEXHOJOTUH JUII M3YYCHHUS BOIPOCOB
OpraHU3aIMOHHO-TIPABOBOT0 00ecTIedeHNs HHPOPMALMOHHOM O€30MacHOCTH.

Ha ocHOBe TIpeMIOKEHHOTO ONMHCAHUS TPEANPUATHS ¥ W3yYCHHOH HOPMATHBHO-
pacmopsAUTEeNbHON JOKyMEHTaluu B obnactu obecriedeHuss WHGOPMAMOHHOW O€30MacHOCTH,
Tpynre CTyACHTOB 1O 2-3 4YeloBeka HEOOXOAMMO pa3padoTaTh OOOOIICHHYIO TOJUTHKY
OpraHu3aIluK CUCTEMBI 3aIUThI IIEPCOHATBHBIX TAHHBIX MPEIIPUSTHSL.

Tema 2. Mcnionb30Banue KpUNTOrpaprUecKuX CPECTB 3aLIUTH UH()OPMALIHH.

CryneHTam HEOOXOAWMO BBITIOJHHUTH Cleayomee padodee 3aJaHHe HCIOIb30BAHUEM



kpunrorpaduueckoro nporpammuoro GnuPG nox ynpasiennem OC Linux Mint/Windows 7:

1. Crenepupyiite napy kitouei (myoandssii, npuBaTHelii) o Tuny «DSA and ElGamal» noa
nMeHeM userl.
2. IlpoBepbTe KOPPEKTHOCTh XapaKTEPUCTUK KITFOUEH.
3. 3ammdpyiiTe OOBIYHBIN TEKCTOBBIN (haiiyl Ha OTKPHITOM KJIIOUE ToJIb3oBaTess userl. 3arem
pacumdpyiire ero.
4. TloanmummTe paHee CO3IaHHBIN TEKCTOBBIN (aiii u mpocMoTpuTe (haiin ¢ udpoBoit
HOJIHCHIO.
5. W3menure coaepKUMOe TEKCTOBOTO (aiiyia ¥ MpoBephTe MOIITMHHOCTD LIU(PPOBOI MOAMHUCH.
6. Co3spaiite apxuB (tar —cvf) u co3gaiite A Hero HUPPOBYIO MOIHUCE.
7. IlpoBepbTe NOATMHHOCTH LU(POBOM MOJIUCH apXHUBa.
8. Co3paiiTe B Karajore /mnt moJKaTajor co cBoeil paMunmei.
9. DxkcnopTupyiTe B CO3AaHHBIN KaTaJlor CBOW OTKPBITHIN KIIHOY.
10. Crenepupyiite Take CBOU KIIIOUH, HO TI0J UMEHEM user2.
11. U3 xatanmora /mnt/@HUO_cTyneHTa UIMIIOPTUPYITE OTKPBITHINA K04 user |
12. Y6enurech, 4TO KIIt0Y J0OABHIICS K BallleMy HA0OPY OTKPBITHIX KITFOUEH.
13. 3ammdpyiite filel qyis noap3oBarens userl U COXpaHUTE €r0 B TUPEKTOPUHU
/mnt/®UO_crtyneHra.
14. 3ammdpyiite n nognummre file2 nis nmonp3oBatens userl.
15. Tlompooyiite pacumdposarts filel.asc u file2.asc mpu momomu kimroya user2.
16. Tlepeiinute B ceanc userl u pacmmdpyiire filel u file2.
17. TloAroToBUTH OTUET O MPOJCIAHHON padoTe.
Tema 3. Peanuzanuus paboTsl UHOPACTPYKTYPhl OTKPBITHIX KITHOUEH.
CryneHTaM HEOOXOAMMO BBINOJHHUTE Cleyollee padodee 3aJaHME HCIOIb30BAHUEM
kpunrorpaduueckont oubimoreku OpenSSL nox ynpasneanem OC Linux Mint/Windows 7:

VYceranosuts OpenSSL
Hactpouts CK3U (ucnpaButs ¢aitn openssl.cnf)
IToAroTOBUTE OKpYKEHUE
CdopmupoBaTh 3aKpbITHIN KTH0Y Y]
Ccdopmuposarts 3arpoc Ha ceptudukar Y1I.
Brimyctuth camononnucannbiii ceprudukar Y[
CdhopmupoBaTh KII0UH, 3aMIPOCHl Ha cepTU(UKAT U cepTU(UKATHI HE MEHEE YEM IBYM
I10JIb30BaTeNsIM. B KauecTBe MMEH MOJIb30BaTENIE PEKOMEHYETCS NCII0JIb30BaTh
BBIMBILIUIEHHBIE, HO OCMBICTICHHbIE UMEHA.
8. Oro3BaTh OJIMH U3 CEPTUDUKATOB MOJIL30BATEICH.
9. CdopMupoBaTh CIIMCOK OTO3BAHHBIX CEPTU(DUKATOB.

10. Co3znate fOKyMeHT opMata .txt ¥ HAOJHUTB €ro JaHHBIMU. [10yIUTh OTKPBITHIA KITFOY
JUISl CEKpPETHOTO KJI0Ya M0JIb30BaTENs, CO3AAHHOTO B XO/€ BBIIIOJHEHUS NPEAbIYyIIEN
paboTHL.

11. ChopmupoBaTh NOAMKCH CO3IaHHOTO Ha 1are 10 moKyMeHTa.

12. IIpoBepuTh NOANKUCH JOKYMEHTA.

13. TloaroToBUTH OTYET O MPOJEIAHHON padoTe.

Tema 4. CpenctBa cTreraHorpaduu ist 3alIUTH HHOOPMALIHH.
CryneHTaM HEOOXOIMMO BBINOJIHUTH ClieAyrollee pabodee 3aJaHHE MCIIOJIb30BAHUEM
creraHorpaduyecKux mMporpaMmMHbIX cpeAcTB noa ynpasnerrnem OC Linux Mint:

Nk

Co3znath 1oKyMeHT (popmara .txt ¥ HAaOJHUTH €T0 JTAHHBIMU.

VYceranoButs TrueCrypt.

3. Cosznatb koHTelHep. UMmsa — @amunust cryaenta. AnroputM mudposanus — AES. Xerm-
¢ynkuus — SHA-512. Pa3mep - HeoOxonumblii. [1aponb — 1o ycMOTpeHuIo.

4. 3ammdpoBaTh CO3MaHHBINA JOKYMEHT ¢ moMoIbio TrueCrypt.

N —



5. Ycranosurts VeraCrypt.
6. Cosnatpb koHTeitHep. ms — @amuinus ctynenTta. Anroput™ mudposanus — AES. Xemr-
¢bynkuus — Streebog. Pa3zmep - Heo6xoumblit. [Tapons — kitoueBoit daiin.
7. 3amm@poBaTh CO3IAaHHBIN JOKYMEHT ¢ moMoinbsio VeraCrypt.
8. 3ammppoBaTh CO3MaHHBIN TOKyMEHT ¢ momoinbeio BitLocker.
9. ¥YcranoButs ViPNet SafeDisk.
0. Coznarp koHTelHEp. Mst — @amuus crynenTa. Anroput™ mmdposanus — [OCT. Pasmep —
Heo6xoaumperii. [Taposib — o yCMOTpEHHIO.

11. YcranoButs Image Spyer.

12. Cxondurypuponats Image Spyer.

13. 3amackupoBaTh HEKOTOpOE coobLIeHHe ¢ moMoIbio Image Spyer.

14. U3Bieuyb cOOOIICHNUS W3 CTETAHOKOHTEHHEDA.

15. CoxpsiTh nHpOpManuio ¢ momotisio OpenPuff B ayanodaiine.

16. Jlo6aBUTH B 3TOT ke ayuoaiis HudpoBoi BOISHON 3HAK.

17. IIpoBepuTh NPaBUIBLHOCTH BBIIIOJHEHUS 3aaHUS.

18. TloaroroBuTh OTYET O TIpoEIaHHON padoTe. K oTueTy NMpuiaoKuTh Bee 3amuppoBaHHbIC

cTeraHo(ailyibl, a Tak)Ke BCE MapOJIK OT 3aIIM(POBAHHBIX U 3aMACKHPOBAHHBIX COOOIICHUI.
Tema 5. Hactpoiika 6€30macHOTO CETEBOTO COSAMHEHHUSI.
NmeroTcs aBe JOKanbHble ceT. B Kax1oil M3 HUX eCTh cepBep € yCTaHOBJIEHHBIM Kerio

Winroute Firewall, ¢ npenycranoBnenasiMm VPN cepBepom. CTyneHTaM HEOOXOAMMO BBITOJHUTH
cienytomee padouee 3amanue nmox ynpasieaueM OC Linux Mint:

1. OO6benuHUTE 1B JIOKAIBHBIE CETH APYT C APYTOM, YTOOBI MTOJIb30BATEIN UMENIH JOCTYH K
KOMITBIOTEPAM U CepBEpaM M3 pa3pO3HEHHBIX ceTei. J{Jis 9THX 3a7a4d Hy )KHO CO37aTh MEXKIY
JIBYMsi cepBepam, noakiatoueHHbIMU K UHTepHET, VPN TyHHEND.
Ha ogHy 13 BHpPTYanbHBIX MAIllMH YCTAaHOBUTE Web-cepBep .
Ha npyryro ycranosure — Nmap .
Omnpenenure [P agpec BUPTyanbHOM MaIlIMHBIL, T YCTaHOBIIEH web-cepBep apache.
[Tpou3BeauTe ckaHUpPOBaHUE Web-cepBepa BCEMHU OMMUCAaHHBIMU MeToaaMu (M3ydenne
CpPEACTB CKaHUpOBaHHS Nmap).
Ycranosure Honeyd.
O3HakoMbTeCh ¢ HHpOpMaIUeH mo HacTpoiike Honeyd u cTaHIapTHBIM COJIEP)KUMBIM (aiiia
/etc/honeypot/honeyd.conf.

8. Hacrpoiite Honeypot uamenus coaepsxanue (aiina /etc/honeypot/honeyd.conf .

9. 3amycrure .

10. 3amycture honeyd.

11. IlpousBenute ckanupoBaHue ceTu ¢ honeypot.

12. U3smenute HacTpoiiku Honeypot. Ycnoxxaure koHpuryparmonusiii dait. JlodaBpTe
HECKOJIbKO JIOBYIIIEK, u3MeHuTe nHpopmanuto 06 OC, nundopmanuio o poyrepe, 06
OTKPBITBIX MOPTAX H.T.]1I.

13. 3amyctute honeyd.

14. TlpousBeauTte CKaHUPOBAHHUE.

15. TloaroToBUTH OTYET O MPOEIAaHHON padoTe.

Tema 6. AHTUBHPYCHBIE CPE/ICTBA 3AIIUTHI UHPOPMALIUH.

CryneHtaMm HEOOXOAMMO BBINIOJHUTH CleAyloliee padouee 3aJaHue C HCIOJIb30BaHUEM
nporpammuoro cpencrBa Kaspersky Endpoint Security m Kaspersky Security Center mon
ynpasienueM OC Windows 7:

o
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OcymiectBuTe JoKaibHYIO0 ycTaHOBKY Kaspersky Endpoint Security.
Buenpure moxyns ynpaBnenus Kaspersky Security Center.
Cozpnaiite CTpYKTYpy YNpPaBIsI€MbIX KOMIIBIOTEPOB.

Hactpoiite Moayib «3amuTel OT (PaiIOBBIX YyIpo3».

HacTtpoiiTe 3a1aun morucka BUPYyCOB.

Nk =



HactpoliTe uckitoueHus st BHIOpaHHO Mamnku.
Hactpoiite Moaysb «3amuThl OT MOYTOBBIX YTPO3».
Hactporite 3amuTty OT mporpaMm BbIMOTaTeIIe.
Hacrpoiite 3ammry OT CETEBBIX YIpo3.
Hacrpoiite ceteBoii skpaHa Jyisi MOOUILHOM MOTUTHKH.
HacTpoiiTe HCKIIIOUEHUs U3 CaMO3allUThI.
Hactpoiite 3amuty naponem mist KES.
Hactpoiite KonTposib nmporpamm.
3a0nokupyiiTe 3amyck HEeM3BECTHBIX (DAIOB B CETH.
3anpeTuTe J0CTyl K Cb€MHBIM HOCUTENSIM HH(OPMALIHH.
HactpoliTe npaBa kK CbeMHBIM HOCUTENISIM HH(POPMALIUH.
HacTtpoiiTe KOHTpOJb TOCTYyIIa K BeO-pecypcam.
Hacrpoiite mpmbopa.
CoOlepurte KypHaJIbl TPACCUPOBKHU.
OpranusyiiTe pe3epBHOE KonupoBaHue u BoccraHoBienne Kaspersky Security Center.
[ToaroToBUTH OTUET O MPOJEIIAHHOMN padoTe.
Kpamxue memoouueckue yxazanus
Ha BwImonHeHWE OMHOW MPaKTHYECKON pabOThl OTBOAUTCS HE Oojee 3 JIBYX4acOBBIX

3aHaTuid. [locie BBIMONHEHUS KaX10i MPAKTHUECKOW pabOThl CTYIEHT JOJIKEH MPEICTaBUTh OTUET
0 €¢ BBINOJHEHUU, a TaKkXkKe, MO YyKa3aHUSM TMPENoAaBaTesi, BBIMNOIHUTH JOTMOJHUTEIbHBIC
MPAKTUYECKHE 3a/IaHus IO TeMe MPAKTUYECKOM pabOTHI.

Illkana oyenxu

Ne

Bamisr Onucanne

CTyIeHT IeMOHCTPHPYET YMEHHUS Ha UTOTOBOM YPOBHE: YMEET CBOOOAHO BBIIOIHATD MPAKTHYECK
49-60 W€ 3a/1aHus, IPeyCMOTPEHHBIE TPOrPaMMOii, CBOOOHO ONIEPHPYET NPUOOPETCHHBIMU YMEHHUSIMH
, IPUMEHSET UX B CUTYallUsIX MOBBIIICHHOHN CIIOKHOCTH.

CTyJeHT IeMOHCTPUPYET yMEHHS Ha CPEHEM YPOBHE: OCBOWJI OCHOBHBIE YMEHUS, HO JOIYCKAaOT
3748 Csl HE3HAUUTENIbHbIEe OIIMOKH, HETOYHOCTH, 3aTPYAHCHHUS IIPU aHATUTHIECKHX ONepanusix, HepeHo
Ce yMCHUI Ha HOBBIE, HECTAHJAPTHBIEC CUTYaLIH.

CTy,JIeHT JACMOHCTPUPYET YMECHUA U HABBIKK Ha 6a30BOM YPOBHE: B XO0A€ KOHTPOJIbHBIX MEPOIPUs
THIA JOITYCKAarOTCs 3HAYUTCIIbHBIC OH_II/I6KI/I, IIPOSBJIACTCA OTCYTCTBUE OTACJILHBIX yMeHHfI, HaBBIKO
B 110 ,I[PICL[I/IHHI/IHapHOﬁ KOMIIETCHIINH, UCTIBITBIBAOTCA 3HAYUTECIIBHBIC 3aTPYAHECHUS IIPU OTIEPUPO

BaHWM YMEHUAMU U ITPU UX NEPEHOCE HA HOBLIE CUTYALlUH.

24-36

CTy)IeHT JACMOHCTPUPYET YMEHUA U HABBIKMA Ha YPOBHE HHUKE 06a30Boro: IMIPOSABJIACTCA HEAOCTATOY
HOCTH yMeHI/Iﬁ M HABBIKOB.

0-10 CTy,I(eHTOM TMPOSIBJIACTCA IMOJIHOC WJIN NPAKTUYECCKHU ITOJIHOC OTCYTCTBUEC yMeHI/Iﬁ 1 HaBBIKOB.

5.3 Bonpocel K 3K3aMeHy

UYro Takoe nHpopmannoHHas 6ezonacHocTh? OxapakTepu3yiTe METOIbl U OCHOBHBIE
COCTaBIISOIIME HHPOPMAIIMOHHOW 0€30IaCHOCTH.

[lepeuncnure Bubl 3amuinaeMoi uHgopmaryu. KnaccupunupyiiTe 1 ONUIINTE OCHOBHBIE
yIpo3bl HHHOPMALIMOHHON OE30MTaCHOCTH.

[lepeuncanre 1 ONUIIUTE MOJEIN HHPOPMAITMOHHON OE30MTACHOCTH.

[Tepeunciure OCHOBHBIC 3aKOHBI B 001aCTH 3anuThl nHPpopManuu PD. Onuirre oCHOBHBIE
MOJIO’KEHUS CTPATErH HAIMOHAILHOUW 0e30nacHOCTH U JJoKTprUHBI HH(POPMAITMOHHOM
0€30MacHOCTH.

OxapakrepusyiiTe OMOMETpUYECKHE JaHHbIE KaK EPCOHANbHbIE TaHHbIe. B Kakux ciydasx
BO3MOYKHO HCIIOJIb30BaTh NEPCOHANIbHBIE TaHHBIE 0e3 coryiacus obnanarens?

[lepeuncnure U ONMUIINTE OCHOBHBIE MEKYHAPOIHBIE CTAHAAPTHI B 00JIACTH
uHpopManmoHHoi 6e3omacHocTu? Kak cBsi3aHbl MEKIYHAPOIHBIE CTAHAAPTHI U CTAHAPTHI
P®?

Yo Takoe nepcoHaNbHbIE AaHHbIe? ONUIINTE OCHOBHBIE MMOI0KeHN DenepabHbIX 3aKOHOB
B 0071aCTH NTEPCOHATBHBIX TAHHBIX.

UYro Takoe ciyxeOHas u kommepueckas TaitHa? OxapakTepusyiiTe NIpUHLIUIIHATIbHbIE
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paznuuust. ONHUIINTE OCHOBHBIE MOJIOKeHUS DerepanbHbIX 3aKOHOB B 00J1aCTH CITy>KE€OHOM 1
KOMMEpPYECKON TalHa.

Onuimte NpaBoBOH PeXHUM roCyJapCTBEHHOH TaifHbl. Kakue riaBHble rocyJapCTBEHHbIE
opransl PO B obnactu obecrieuenus nHpopmamoHHoi 6ezonmacHoctu? Kakue
rOCyJJapCTBEHHBIE OpraHbl 3aHUMAIOTCS CepTH(UKALMEH U JTULEH3UPOBAHUEM CPEJCTB
3alMThl HHpopMauu?

Onwumute ocHoBHBIE TonoxkeHust OCT P UCO/M3K 27002-2012 u TOCT P UCO/MBK
27005-2010.

OnumuTe OpraHu3alioOHHbIE U TEXHUYECKHE MEPHI 10 3alUTE NePCOHATbHBIX JaHHBIX B
cuctemMax oOpabOTKU NEPCOHANIbHBIX JaHHbBIX.

[TepeuncanTte 1 ONUIIUTE TUIBI KPUIITOIPAQUUIECKUX CPENICTB 3aILUTHI HHPOPMALIUH B
MH(POPMALMOHHBIX CHCTEMaX 00pabOTKU MEPCOHANBHBIX TaHHBIX.

Onummre TpeOOBaHU K 3alUTe HHPOPMALIUU, HE COJEPKALIECH CBEIECHNUS, COCTABIISAIOIINE
rOCyJJapCTBEHHYIO TaliHy, B TOCYAapCTBEHHBIX MH()OPMAITMOHHBIX CUCTEMAX.

Onummre TpeOOBaHMS K 3aIIUTEe 00BEKTOB KPUTHUECKON HHPOPMAITMOHHOM
UHPPACTPYKTYPBI.

Onwumute TpeOoBaHUE K CPelICTBAM aHTHBHPYCHOM 3ammThl. Knaccuumupyiite cpeacraa
AHTUBUPYCHOM 3aILUTBHI.

Omnuimre TpeOOBaHUS K MEXKCETEBBIM PKPaHAM M CPEJICTBAM JOBEPEHHON 3arpy3Ku.
[lepeuncnure ¥ ONULINTE OCHOBHBIE MOJIOXKEHHUS OCHOBHBIX PYKOBOJSAIINX JOKYMEHTOB
I'ocTrexkoMuccum.

OnwumuTe Mepbl 3aU Tl HHYOPMAIMK B TOCYJapCTBEHHBIX HHPOPMALIMOHHBIX CUCTEMAX.
Yro Ttakoe momutHKa 6e3omacHocTH? Ciyk0a 6€30MacCHOCTH MPEeaNpUsATHS (CTPYKTYpa U
GyHKINN).

Yro Ttakoe ayuT nH(pOpMaAIMOHHOHN Oe3omacHocTH? ONUIINTE METOIMKY MTPOBEICHHUS
aynuta nHGOpMaMoOHHON 6€30MacHOCTH.

OnuimTe METOAUKY OLIEHKH PUCKOB HapyIlIeHUs] MH()OPMAIIMOHHON 6€30MacHOCTH.

Yro Takoe WHKEHEpHas 3amuTa 00bekToB? KakiuM crnocoOoM omuchIBaeTCsl HHKECHEpHAsT
sammTa? Onucats, MOJENb.

Yro Takoe Mozenb oxpanbl nepumerpa? Onucars Moaens. Kakue cpeicTBa NpUMEHSI0TCA
JUISL 3aIUTHI 1-r0, 2-r0 U 3-ro NepuMeTpoB?

Kakue cpeactBa npuMeHsoTcs )15 3aIlIUThI 2-T0 iepumerpa?

Kakue cpencta NpuMEHSIOTCS 7S 3alIUTHI 3-T0 iepuMeTpa’?

[lepeuncnure u ONUIINTE TEXHUYECKHUE CPEJICTBA OOHAPYKEHHSI HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA K OXPaHSIEMOMY OOBEKTY.

Yro Ttakoe 6nomeTpusi. OnumunTe OHOMETPUIECKUE XapaKTEPUCTUKHU (TIPUBEINUTE IPHUMEPHI).
Yro Takoe TeXHHYECKHE KaHallbl yTeuku nHpopMauu? [lepeuncianre 1 onuIImTe OCHOBHBIE
BUJIbI TEXHUYECKUX KaHAJIOB YTEUKU MH(POPMAIIUH.

Onumure METOUKY CHEUNPOBEPKH, CIIELUCCIIEIOBaHUS U crierjo0cnenoBanus? B uem
COCTOUT MPUHIMITHAIBHOE PA3INYHUE MEXKIY YKa3aHHBIMU METOAMKAMHU?

[TepeuncanTe M OMUIIUTE METOABI 3AIIUTH HHPOPMALIUHU OT YTEUKHU 0 3pUTEIBHOMY U
BO3yIIHOMY KaHajaM.

[Tepeuncanre MeTObI 3aLUTH UHOOPMAIIMK OT YTEUKH 10 3JIE€KTPOMAarHUTHOMY U
ANIEKTPUYECKOMY KaHajlaM.

[Tepeuncanre MeToAbI 3aUTHI MHGOPMALMK OT YTEUKH 110 MHAYKIIMOHHOMY KaHally U
napaMeTpUUecKOMy KaHajlaM.

[Tepeuncaure METOIBI 3aUTH HHOOPMAIH OT YTEUKH 110 BHOPALIMOHHOMY H
aKyCTO3JIEKTPUYECKOMY KaHaJlaM.

[Tepeuncante METOABI 3aIUTH HHOOPMAIIUH OT YTEUKH.

[lepeuncnure cpecTBa U METOABI 3aLIUTHI HHPOPMAIUH 110 ONITUKOAIEKTPOHHOMY KaHAIly U
OT yTE€UKH UH(pOpMAIMU B TeNCPOHHBIX TUHUAIX.

Yro Takoe mporpaMMHO-aIapaTHbIe CPeICTBA 3auThl HHPopManuu? Kakie MexaHu3Mbl
peanu3yroT IporpaMMHO-alapaTHbIE CpeicTBa 3aluThl HHpopManun? Kakue
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KOMITBIOTEPHBIE YTPO3bI 0€30I1aCHOCTH CYIIECTBYIOT?

UYro Takoe ceteBas pa3Beaka? Kakue MeTo/ bl 3a1IUThl IPOTUB Hee cyliecTBYOT? UTo Takoe
unbekiusa? Kakue BUabpl HHBEKIUH cyniecTBY0T? Kakue MeToapl 3alIiThl IPOTHB HUX
CyIIECTBYIOT?

B ueMm cyTh aTaku «oTka3 B o0ciyxuBaHun»? Ee oTnnuus oT pacnpeesieHHON KubepaTaku
«OTKa3 B o0cmykuBaHuM»? Kakue MeTo bl 3aIUThl IPOTUB HETO CYIIECTBYIOT?
[lepeuncnure U ONMUIINTE OCHOBHBIE BU/IbI IPOTPAaMMHBIX ys3BUMocTel. Kakue MeTo bl
3alUTHl TPOTUB HUX CYIIECTBYIOT?

Yro takoe nepenonHenue oydpdepa? Ilepeuncinte 0 MUIIUTE METOAbI 3AIUTHI.

Uro Takoe nedextsl hopmaTHIX cTpok? [lepeuncnuTe o MUIIMTE METOABI 3aIIUTHI.

Uro Takoe nenovrcieHHbie nepenonnenusa? [lepeuncnure o MUIIMTe METOBI 3AIIUTHI.

Yto Takoe «COCTOSIHME FOHKW». [lepeuncinTe onumuTe MEeTo bl 3allUThI.

Uro Takoe ataka «Yemosek mo cepeaure»? Uro takoe [P-ciygdunr? Kakue MeToIbl 3alTUTHI
IIPOTUB YKa3aHHBIX aTaK CyLIECTBYIOT?

B yem cyTh cereBoro nmporokosia ARP (onucaTe B COOTBETCTBHHM € ATaAIOHHON Mojienbio OSI
u ctekoM npotokosioB TCP/IP)? Uro takoe ARP-cniygdunr? Kakue MeTo1b1 3alTuThI MPOTHB
HEro CyHIeCTBYIOT?

B yem cyTh cereBbix npotokosnoB DNS u DHCP (onucaTe B COOTBETCTBHH € ATAIOHHON
monenbio OSI u crekom npotokosnoB TCP/IP)? DNS Cache Poisoning? Kakue meTos
3aIUThl IPOTUB HUX CYIIECTBYIOT?

B geMm cyTh ceteBbix mpotokosioB NAT u PAT (ommcath B COOTBETCTBHUH C 3TaJTOHHOU
mogenbto OSI u ctekom nporokosioB TCP/IP)? NetBIOS/NBNS spoofing? Kakue meToss
3aIlUTBl IPOTUB HUX CYLIECTBYIOT?

B dem cyTh Texnosnorun VPN? MoskHO 11 paccMaTtpuBaTh Mcnoib3oBanre SSH kak
peanuzanmio VPN? Moxer i muppoBaHie MOTHOCTHIO 3aIUTHTD JaHHBIE, TIEpeiaBacMble
yepe3 VPN? C ueM HE00X0AMMO KOMOMHUPOBATH MOJIUTUKY, YTOOBI 00ECTIEUNTh
6e3omacHoctb VPN?

Yro Ttakoe connanbHas umxeHepusi? Uro takoe ppon. [lepeuncnure o ONUIIUTE METOIBI
00pBrOBI ¢ hpomoM.

Yro takoe pummHr? Kakue MeTop! 3alMThl IPOTHUB HETo CyIecTBYIOT? UTo Takoe
KapAuHT? ONUIINTE METOBI 3aLIUTHl OT KapAHHIa.

Hasznauenue, nenu, onucanue Honeypot. Kak BeisiBiisite Honeypot?

Yro Takoe U AJIS Yero UCIOIb3YIOTCS CPEACTBA KOHTEKCTHOM (hunbTpanun’?
Oxapaxtepusyite DLP-cuctemsr u SIEM-cuctemsl.

UYro Takoe ckaHepsl ckaHepsl 6e3omacHocTu? g yero ucnonb3yerca RPC-ckanupoBanue?
[lepeuncnure ¥ ONULINTE OCHOBHBIE METOABlI CKAHUPOBAHUS.

Uto Takoe U AJis 4ETO UCIOJIb3YIOTCS CUCTEMBI OOHAPYKEHUS BTOP)KEHUN U CUCTEMBbI
IIPEIOTBPALICHNS BTOPKEHUI?

Yro Takoe BpenoHOCHBIE porpammbl? Kitaccupumupyite KOMIbIOTEPHBIE BUPYCHI.
OnumuTe TUMOBOW MEXaHU3M paboThl BUpyca. UTo Takoe SKCIIOUT?

Yro takoe mmdp? Kakue Buas! mudpos cymiectByoT? ONUIINTE NPUHLIUIBI HOCTPOCHUS U
MPUHITUTTHATIBHBIC OTITHYHS.

UYro Takoe MOTOYHBIN U 0104HBIN MH(pI? ONMUIINTE TPUHIMUITBI TOCTPOSHUS 1
MPUHIUTTHATBHBIC OTIHYHUS.

Uro Takoe xemnr-pyHkIus (onmucath mpuHIUI padoThl)? Kakue BUabl Xen-pyHKITUN BbI
3Haere?

Uro Takoe JlepeBo Mepkia?

UYro Takoe nudposas noanuck? Onumute udpoByro noamuch RSA u Dnp-I'amans.Uto
Takoe HHPPACTPYKTYpa OTKPHITHIX KiIrouei? Onucath METOAMKY pacipeaesieHus! KItoyei
Ha IpuMepe noanucanus cepruduxara. OnucaTh 3aBUCUMOCTD ITyOJIMYHOTO U IPUBATHOTO
KJIFOYen

Yro Ttakoe ayTeHTH(PUKANNs, HIeHTH()UKALMS, BepUPHUKAIHs, aBTOpr3anus. Onummre
MPUHLIMIIAATIbHBIE OTINYUS MeX Ay HUMU. [IpuBeaute npumepsl.



63. Ilpocreiimue NpoTOKOIBI HASHTH(DUKALINY.

64. Onwummre METOAUKY paboTy MPOTOKOJIA 3aIUIIEeHHOTO oOMeHa (B pamkax VPN).

65. UYro takoe Texnonorus Blockchain? OnummTe MeToAbI MOCTPOSHUS.

66. Yro Takoe creranorpadus u creranokonteitnep? Kakue BUIbI CTETaHOKOHTEHHEPOB
CcymecTBYIOT? ONUIINTE METOABI CO3aHUS CTETAHOKOHTEHHEPOB HA OCHOBE TEKCTOBOM
uH(popMaluu, BUACOnHGOpMaIIUU U ayAHOnH(OpMALIUH.

Kpamkue memoouueckue ykazanus

DK3aMeH MPOBOAWTCS B MHChbMEHHOH ¢opme. OOydaroremycst 3amgaeTcss 2 ClaydalHBIX
BOIpOCa M3 cChHCKa BOmpocoB. OOydaromuiicss JODKEH NHCHhbMEHHO OTBETUTh HAa BOMPOCHI B
teueHue 60 MuHyT. Bo Bpems mpoBeneHust coOece0BaHMs MCTIOIb30BaHUE JINTEPATYPHI U IPYTUX
MH(GOPMAILIMOHHBIX PECYPCOB HE JOIMYCKAETCS.

IlIkana oyenku

Ne Banns Onucanue

4 16-20 CTyaeHT MOJTHOCTHIO OTBETHII HA 3aIaHHBIEC BOIIPOCHI

3 11-15 CTyI€HT CMOT ITOYTH MOJIHOCTBIO OTBETUTH Ha 3aJ[aHHbIE BOIPOCHI

2 6-10 CTyaeHT aJl HeTIOJHbIM OTBET Ha BOIPOCHI, HO CMOT TIepeJaTh OCHOBHYIO CYTh BOIIpOCa
1 0-5 CTyzeHT He CMOT WX (parMeHTapHO OTBETIII HA 3aJaHHBIE BOIIPOCHI




